STATE OF ARIZONA
OFFICE OF THE ATTORNEY GENERAL
SPECIAL INVESTIGATIONS SECTION

REPORT
DATE WRITTEN BY AGENT: 8/22/2012 LF NUMBER: P-2012-000345
Document#2839406
CASE NAME: PCSO Complaint
REPORT TYPE: Summary of allegations against Orozco
AGENT: Dan Woodsﬁ\ﬁ SUPERVISOR: Mike Edwards W PAGE 1 OF 14 PAGES
/’é/

Based on the information received during the investigation, | prepared the below summary of
activities related to the allegations against Jose Orozco. The allegations against Paul Babeu are
summarized in a separate report (document #2810074).

2006

In late 2006, Jose Orozco and Paul Babeu met online and started dating. When they stopped
dating 2-3 months later, Babeu did not ask Orozco to sign a non-disclosure agreement.

2007
In circa 9/2007, Orozco and Babeu started dating again.
2008

In 4/2008, Orozco joined Babeu’s re-election campaign as a volunteer and assumed
administration of Babeu’s campaign website, which was accessed through the domain,
sheriffpaul.com, or the Uniform Resource Locator (URL), http://www.sheriffpaul.com®. The
domain and website were previously established and maintained by another campaign
volunteer, Ray Ragan, but Ragan was no longer available to maintain the website.

2009

On 11/15/20089 at 0558 hours, a Pinal County deputy saw Orozco sitting in a parked car in the
cul-de-sac near Babeu’s house. Orozco told the deputy he was in the area visiting someone but

! The domain, sheriffpaul.com, is technically not a website — it serves as one part of a user friendly pointer to a
website, which prevents website visitors from having to remember the more cumbersome Internet Protocol (IP)
address associated with the website. For example, on 8/21/2012, someone who visited the website accessed
through the URL, http://www.sheriffpaul.com, could have instead gone directly to 184.168.59.131:80 and reached
the same website. Also, the owner of a domain can configure that domain to point to virtually any website on
Internet; therefore, the owner of a domain does not necessarily own the website to which the domain points.
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refused to say whom he was visiting because the person was “prominent.” During an interview
on 7/20/2012, Orozco said that when he visited Babeu, he sometimes spent up to 40 minutes
outside Babeu’s house before leaving. Orozco added that he did this to use his cell phone or
work on paperwork.

In circa 2009-2010, Kurt Cusanovich and Dwayne St. Jacques, who were personal friends to
Orozco at the time, went to a birthday party at a Phoenix nightclub called Amsterdam. While
they were at the nightclub they saw Babeu. The next day, Cusanovich received a text message
from Orozco in which Orozco wrote that he heard Cusanovich was at the nightclub and asked
Cusanovich if he saw Babeu with anyone.

2010

During the summer of 2010, Cusanovich was at a barbecue with several other friends. Babeu
was also at the barbecue but Orozco was not invited. While at the barbecue Cusanovich
received a text message from Orozco that asked, “Who is Paul talking to?” Cusanovich was
“shocked” by this text message because Cusanovich never told Orozco where he was;
Cusanovich assumed Orozco followed Babeu to the barbecue and knew Cusanovich was also at
the barbecue because he saw Cusanovich’s car when he arrived. Cusanovich described Orozco
as being “infatuated” with Babeu.

In 9/2010, Orozco created and started managing a campaign Facebook page, sheriffpaulbabeu,
and a Twitter account, @PaulBabeuAZ. At the time, Orozco also posted information on the
Facebook page and “tweeted” from the Twitter account.

In 11/2010, Orozco created and managed a campaign Piryx2 account to replace the PayPal
account the campaign was using at the time.

FEBRUARY 2011

In 2/2011, Orozco sent at least two emails to Babeu that asked if Babeu wanted specific content
posted to the website (document#2811134). During an interview on 3/8/2012, Orozco said he
never did anything on the website without Babeu’s permission.

MARCH 2011

On 3/13/2011 at 2133 hours, Orozco sent an email to Babeu that asked if Babeu wanted a
particular news story posted to the website.

2 Piryx is analogous to PayPal in that it enables people to make online payments or donations to the campaign.
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On 3/31/2011 at 0014 hours, Orozco sent an email to Babeu and Maile Gaffney that asked
Maile if she changed the password to the Facebook fan page. Babeu replied and confirmed the
password was changed and added that Maile could manage the Facebook fan page by herself.
At this point, Orozco no longer had access to the Facebook fan page.

APRIL 2011

In 4/2011, Orozco sent at least three emails to Babeu that asked if Babeu wanted specific
content posted to the website (document#2811134). During an interview on 3/8/2012, Orozco
said he never did anything on the website without Babeu’s permission.

During an interview on 3/1/2012, Babeu said several months before 9/2011 he was in Tucson to
attend a political dinner and visit some friends when Orozco “went extreme crazy jealous.”
Orozco told Babeu on the phone that he was going to expose him and let everyone know what
a cheater he was.

On 4/2/2011 at 0027 hours, according to pictures of Orozco’s cell phone, which appeared in the
New Times, Orozco sent a text message to Babeu that read, “im headed to ur house.” After
Babeu apparently did not reply, Orozco sent another text message at 0030 hours that read, “if
you don’t wana answer. | will wait at your house.” At 0031 hours, Babeu replied, “I’'m in tucson
with congressman Jim Kolbe...talking about politics.” Orozco replied, “Arr you gona tell me the
true papi?” and “Papi, arr yoi w/ a guy this time?...”> and “papi, im telling u directlu. | think u r
w/ a guy, cause more then two hours and not not answer, u.”*

In circa 4/2011, several consultants told Babeu that the campaign website was sub-standard
and needed to be updated if Babeu wanted to run for higher office.

On 4/12/2011, the campaign hired a paid consultant, Heather Lauer, to take over, centralize,
and manage the campaign’s online presence. This included all websites, Facebook accounts,
and Twitter accounts.

In circa 4/2011, the campaign started to transition the campaign website and the Facebook and
Twitter accounts away from Orozco to Lauer. Babeu believed his personal and private
relationship with Orozco “clouded” what the campaign was trying to achieve with the
transition. Babeu said he was sensitive to this and encouraged the campaign to proceed in a
manner that would not harm Orozco’s feelings. According to Babeu, Orozco became very
possessive of the website and resisted turning it over to anyone.

3 The rest of the text message is not visible in the picture.
* The rest of the text message is not visible in the picture.
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On 4/26/2011 at 2236 hours, Babeu sent an introductory email to Lauer and Orozco. In the
email, Babeu asked Orozco to facilitate Lauer’s “direct access” to the website.

On 4/26/2011 at 2243 hours, Babeu sent an email to Lauer and copied Maile Gaffney, Tim
Gaffney, Chris DeRose, Cheryl Chase, Tysen Schlink, and Jesse Yescalis. In the email, Babeu
provided the login and password for his personal Facebook page and indicated that Maile
Gaffney would provide the same information for the Facebook fan page. Babeu also indicated
that the campaign needed to consoclidate all digital and social media accounts.

On 4/27/2011 at 1107 hours, Maile Gaffney provided Lauer with the usernames and passwords
for Babeu’s Facebook and Twitter accounts.

Babeu said Orozco became “very possessive” of the website’s content, which Babeu maintained
was his property since it was originally created by Ray Ragan and countless other campaign
volunteers. Babeu added that the content included his photographs, the colors and branding
for his campaign, and messages from him. Babeu also said Orozco had a hard time
understanding that just because Orozco worked on the website it didn’t mean the content
belonged to him. Orozco said he worked hard on the website as an unpaid volunteer and
wasn’t about to just turn it over to a paid consuitant.

On 4/27/2011 at 1640 hours, Orozco sent an email to Babeu and Lauer and wrote that he didn’t
have clear details regarding Lauer’s role and asked Babeu if Lauer was taking over the website.
During an interview on 5/1/2012, Babeu said he had already personally explained Lauer’s role
to Orozco and that Orozco was pretending not to have any idea.

On 4/27/2011 at 2207 hours, Lauer replied and explained to Orozco that she would be creating
a landing page for an online fundraising test.

On 4/28/2011 at 0720 hours, Orozco provided Lauer and several others on the campaign the
username and password for the file transfer protocol (FTP) server® for the website.

On 4/28/2011 at 0946 hours, Orozco forwarded Lauer’s email to Babeu and asked, “Can you be
honest and tell me what's going on? Talk straight.”

During an interview on 3/1/2012, Babeu said Orozco threatened to post information about
corruption and Babeu being gay on the campaign website if Babeu went through with the
transition away from Orozco to a paid consultant. Babeu said the threats were in person and

® The FTP server is used to transfer files to and from the web server and is used to change a website’s content. It is
not used to make any changes to the domain such as adding email accounts or editing Domain Name System (DNS)
settings (changing where the domain points).
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sometimes via text message; however, Babeu upgraded his phone and did not preserve any of
the text messages. After numerous verbal arguments, Babeu was finally able to convince
Orozco that the website and its contents belonged to the campaign.

MAY 2011

On 5/1/2011 and 5/2/2011, Orozco registered the following 11 domains related to Paul Babeu.
Orozco used approximately $132 of his own money to pay for the domains and never requested
reimbursement from the campaign:

governorpaul.com
governorbabeu.com
paulbabeu.us
governorpaulbabeu.us
azgovernorbabeu.com
paulbabeuaz.com
paul-babeu.com
azgovernorpaul.com

. azpaulbabeu.com

10. sheriffpaulbabeu.com
11. paulbabeu.co

©oONOU S WNE

On 5/2/2011 at 1028 hours, Lauer sent an email to Orozco that requested access to the
campaign Piryx account.

On 5/4/2011 at 1123 hours, after not receiving a reply from Orozco, Lauer forwarded her
original request to Tysen Schlink.

On 5/26/2011 at 1402 hours, Tysen Schlink sent an email to Orozco and Babeu that asked
Orozco to give Lauer access to the sheriffpaul.com domain so she could setup an email address
from which Lauer could send 3,000 emails to supporterss.

On 5/26/2011 at 1427 hours, Lauer added that she needed access to where the domain was
registered’ so she could create the email address.

6 At this point, Lauer only had access to the FTP server, which only enabled her to transfer files to and from the
web server. It did not enable her to create email addresses for the domain and Lauer needed an email address that
ended with “@sheriffpaul.com.”

7 The domain was registered through domain registrar, GoDaddy.
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On 5/26/2011 at 1441 hours, rather than giving Lauer access, Orozco suggested that Lauer use
the email address, pbabeLE)gmail.com, to send emails to supporters. Orozco refused to give
Lauer access to the GoDaddy account because he had “many other domains” in the same
GoDaddy account®. As one alternative, Orozco said he could create the email address for Lauer,
and as another alternative, Orozco said Lauer could create her own GoDaddy account and he
could transfer the domain to her account. Lauer opted to provide Orozco with her GoDaddy
account information so that Orozco could transfer the domain to her.

On 5/26/2011 at 2201 hours, Orozco initiated the transfer of the domain, sheriffpaul.com, from
his GoDaddy account to Lauer’s GoDaddy account. This was one month after Babeu had first
asked Orozco to facilitate Lauer’s direct access to the website.

On 5/27/2011 at 0724 hours, Orozco indicated the domain transfer was complete and that
Lauer had total control of the website from this point on.

Sometime prior to releasing the domain, Orozco made a copy of the website’s content, which
according to Babeu, belonged to the campaign.

In circa 5/2011, Orozco placed the duplicate copy of the campaign’s website online and
directed one of the 11 domains he registered, paulbabeu.co, at the website.

Babeu said when things started to “go south” between him and Orozco, Orozco told Babeu that
he needed to serve as a reference for new business, and that Orozco would use a separate
website, which Babeu described as a “shadow” website accessed through paulbabeu.co, as an
example of what Orozco could do for other candidates. Babeu said the shadow website would
also be used to safeguard all the information and content the campaign developed over the
years, and to serve as a data mining source from which the campaign could retrieve
information as needed.

By this time, Lauer had control of the domain, sheriffpaul.com; the Twitter account,
@PaulBabeuAZ; and the Facebook account, PaulBabeuAZ. Even though Orozco no longer had
control over these resources, nobody from the campaign expressed any concern related to
Orozco, or anyone else, having continued access to the accounts. Passwords were not changed
to prevent access. Orozco and others would simply fose access if and when passwords were
changed due to some other process and there was no reason to re-share the new password.

¥ Records from GoDaddy indicate that in 5/2011, Orozco had 12 domains in his GoDaddy account and all of them
were related to Paul Babeu (the 11 previously listed and sheriffpaul.com).
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During an interview on 3/1/2012, Babeu also said that “tweeting” was one of the things the
campaign allowed Orozco to do to keep him as a volunteer.

JUNE 2011

In circa 6/2011, Orozco moved fron-W Ivanhoe, Chandler, to-W Summit Place,
Chandler. Orozco said he did not provide Babeu with his new address.

On 6/1/2011 at 2325 hours, Orozco sent an email to Lauer that indicated Orozco had a backup
copy of the original campaign website at paulbabeu.co.’

On 6/2/2011 at 0819 hours, Lauer sent an email to Orozco that indicated she was having
trouble with GoDaddy and would therefore direct web visitors from the sheriffpaul.com domain
to the paulbabeu.co. domain.™®

On 6/10/2011 at 0101 hours, Orozco sent an email to Babeu and accused him of cheating with
other men. Orozco attached pictures of other men and a screen capture of Babeu’s profile from
adamdadam.com. Babeu interpreted the email as another example of how Orozco had no
boundaries, and was continuing to threaten Babeu, not for money, but to use Babeu'’s personal
property and content to misrepresent, defame, and slander Babeu.

On 6/25/2011 at 1403 hours, Orozco sent an email to Babeu that asked if Babeu wanted a
particular news story posted to the website.

JULY 2011

On 7/1/2011, Lauer finished the new website and directed sheriffpaul.com visitors to the new
website. Lauer also sent Orozco an email that asked him to direct paulbabeu.co visitors to the
new website. Orozco refused and said he wanted to keep paulbabeu.co peinted to the old
campaign website to promote his website development business.

Lauer said she didn’t know what to do about Orozco refusing to turn over the paulbabeu.co
domain. Lauer said whenever she identified an obstacle or expressed a concern related to
Orozco she never received a response, and Babeu seemed hesitant to push Orozco too hard.
Lauer described this as an “implied sensitivity” surrounding Orozco.

¢ This email indicates that Orozco copied the campaign’s data from the web server — the same data that was
originally created by Ray Ragan and countless other campaign volunteers (and maintained by Orozco).

19 At this point, both www.sheriffpaul.com and www.paulbabeu.co were pointing to the same website (the original
campaign website that Ragan created and Orozco maintained and copied).
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Lauer managed the new campaign website accessed through sheriffpaul.com and Orozco
managed the previous version of the campaign website accessed through paulbabeu.co. The
website accessed through paulbabeu.co continued to receive donations using the campaign’s
Piryx account and continued to receive expressions of support for Sheriff Paul Babeu.

During separate interviews, Lauer and Babeu both stated that even though Orozco managed a
separate campaign website accessed through paulbabeu.co, it was an official campaign website
since it still used all of the original branding from the campaign and contained all of the
campaign’s original content. In addition, Orozco would not post anything to the website
without first obtaining permission from Babeu.

On 7/3/2011 at 1619 hours, Lauer asked Orozco if he owned the domains, sheriffpaul.net,
sheriffpaul.org, or any other URL related to Babeu. Lauer added that the campaign was trying to
get everything streamlined and forwarded to sheriffpaul.com so there would not be any public
confusion.

On 7/5/2011 at 1416 hours, Orozco replied and said, “l don’t have idea about those ones. | own
other but it's down.” Orozco did not reveal that he owned 11 other domains related to Babeu.

On 7/8/2011, Jose Orozco formed Website Results, LLC. During an interview on 3/1/2012,
Babeu recalled discussing with Orozco possible names for Orozco’s new company.

In 7/2011, Orozco forwarded to Babeu a support form that was submitted via the website.
Orozco also sent an email to Babeu that asked if Babeu wanted a particular news story posted
to the website.

AUGUST 2011

On 8/6/2011, Orozco and two associates attended the “Women of the West” campaign
fundraising event in Maricopa, AZ. The entrance fee was $50 per person, but Orozco had two
free tickets so his party only had to pay one $50 fee. The campaign processed the $50 entry fee
as a campaign donation from Orozco. This required Orozco, or someone acting on his behalf, to
complete a donation form and provide Orozco’s new address on Summit. This donation also
caused Orozco to be added to the list of people who would later receive a campaign Christmas
card.
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On 8/13/2011 at 2344 hours, Orozco sent the below email to Babeu:

“You had dinner at 6pm. it's 10:37pm, 4 hrs later, what you doing? | left a few messages ... and
your turned your phone off. why? are you doing ok? | know you will read text before bed,
please text me back before bed, im worried now, or at least you are doing unethical things ... if
you wont text me back you may not want me to pick you to the airport then? i dont think so. i
will contact your brother to see if you are doing ok.”

On 8/19/2011 at 0856 hours, Orozco sent the below email to Babeu:

“papi, wish you appreciate all my work I've done for you. | am updating website and
improvements for you. | really like you and love you papi. | miss when we dont chat/text.”

In 8/2011, Orozco forwarded to Babeu at least two messages addressed to Sheriff Babeu that
were submitted to the website.

According to Babeu, his relationship with Orozco was back and forth from positive to negative
throughout the relationship.

SEPTEMBER 2011

According to Babeu, Orozco became increasingly angry as Orozco responded to a “lack of
attention.”

On 9/3/2011, during the early evening, Babeu and Orozco had an argument about the future of
their relationship. The argument ended with the two breaking up. Babeu asked Orozco not to
share their private relationship with anyone but Orozco refused.

According to Babeu, since Orozco had been threatening for months to post negative
information via Twitter and the campaign website, Babeu was always checking the campaign
website and Twitter feed.

On 9/4/2011 at 0254 hours, the postmaster at Twitter notified Lauer that the email address
associated with the campaign Twitter account, @PaulBabeuAZ, had been changed. Lauer was
traveling and out of signal range so she did not actually receive this email until later.

On 9/4/2011, someone also changed the password on the campaign Piryx account, which

prevented the campaign from accessing the account. At the time, Orozco was the administrator
for the account.
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On or about 9/4/2011, Babeu received several text messages from friends that asked Babeu if
he was ok. Babeu responded that he was fine and asked why they were asking such an odd
question. Babeu’s friends said they observed a strange tweet from Babeu’s Twitter account
about Babeu having personal problems and another tweet directing people to paulbabeu.co.
Babeu checked his Twitter feed and saw tweets that read, “Personal problems with Paul Babeu”
and “Ethical issues on paulbabeu.co.”

On or about 9/4/2011, Babeu also checked the website accessed through paulbabeu.co and
noticed several negative news articles and a link to his adam4adam profile.

Babeu said as soon as he noticed negative content on Twitter and the website, he immediately
started calling people, including Kurt Cusanovich and [} to ask them to contact
Orozco to try and get him to stop. Cusanovich was in California so he told Babeu he would talk
to Orozco when he returned.

On 9/4/2011 at 0207 hours and again at 0209 hours, Babeu called Orozco and pleaded with him
to stop.

On 9/4/2011 at 0223 hours, [l c2!'ed Orozco but Orozco hung up on [jjjbefore
I <ou'd finish introducing himself.

On or about 9/4/2011, after Cusanovich returned home from California, Cusanovich asked
Orozco what was going on with Babeu. Orozco told Cusanovich that Babeu was having an affair
and showed Cusanovich printed pictures and text messages that were sent between Babeu and
a fictional man Orozco said he impersonated. Cusanovich said Orozco had created an online
persona with a different name, account, and email address to “flirt” with Babeu and to “lead
him on.” Cusanovich described what Orozco did as “pretty elaborate.”

According to Cusanovich, Orozco told Cusanovich that Orozco and one of Babeu’s ex-boyfriends
were going to go to the New Times to “out” Babeu. Orozco said they were going to “post it on
the website.” Cusanovich told Orozco that impersonating someone and then trying to
“blackmail” them was wrong and added that he and Babeu should try and talk through their
differences. Orozco disagreed and kept saying Babeu “had to pay for what he did” referring to
the alleged affair. Cusanovich said Orozco was “beyond rational thinking” and kept repeating
that Babeu “had to pay.”

On 9/4/2011 at 0845 hours, Lauer received a text message from Babeu that asked for the
Twitter account username and password. Lauer was still out of signal range so she did not
receive this text message until later.
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On 9/4/2011 at 1100 hours, Babeu sent a text message to Orozco that read, “You can never
have business after this and you will harm me and many others in the process...including
yourself & your family.”

On 9/4/2011 at 1102 hours, Babeu sent a text message to Orozco that read, “And you say you
have loved me? Papi...this is no good.”**

On 9/4/2011 between 1106 hours and 1255 hours'?, Orozco and Babeu had the attached text

exchange in which Babeu wrote, among other messages, “You have threatened w/twitter and

website papi. | have always tried to show love.” Orozco replied, “that’s not threat. I'm going to
express myself. Can | have free speech? Show facts, true story.”

On 9/4/2011 at 1424 hours, Lauer was back in signal range and sent a text message to Babeu in
which she provided the Twitter username, @PaulBabeuAZ. Lauer added that the password had
been changed and that she could not access the account. Lauer also noticed that a tweet was
posted from the Twitter account that directed people to paulbabeu.co. Lauer asked Babeu to
ask Orozco if he changed the Twitter account password.

On 9/4/2011 at 1424 hours, Babeu replied to Lauer and wrote, “He did...this has got a bit
crazy...sorry. He’s hijacked the account...insane. I’'ve filed and imposture complaint to
permanently suspend that twitter account.”

On 9/4/2011 at 1527 hours, Lauer sent an email to Orozco and asked if he changed the
password to the Twitter account, @PaulBabeuAZ, because she was no longer able to access it.
Lauer added that the account was “the account that Paul [Babeu] and | post from.” Lauer did
not receive a response.

On or about 9/4/2011, Lauer visited the website accessed through paulbabeu.co and noticed
the site look generally the same as she remembered but included a link to Babeu’s adam4adam
profile in the sidebar. During an interview with Babeu on 3/1/2012, Babeu provided screen
captures of the unauthorized tweets and a screen capture of the altered website. The screen
capture of the altered website reflected a date and time of 9/5/2011 at 1942 hours.

1 This text message appears in the New Times article, but is one of several relevant text messages that were not
included in the list of text messages that A.D. Horan provided to investigators.

12 According to the screen captures of Orozco’s phone from the New Times, the time stamps on the attached
printout, which was provided by A.D. Horan, appear to report times in a different time zone as they are one hour
behind the times as recorded on Orozco’s phone.
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Lauer reviewed the screen captures and immediately recognized them as matching the tweets
and website she observed on or about 9/4/2011. In addition to the link to the adam4adam
profile, Lauer specifically identified five headlines on the website that the campaign would have
never approved. Lauer also recalled that the Twitter username was changed from
@PaulBabeuAZ to @PauBabeAZ.

On 9/5/2011 at 1133 hours, Babeu sent an email to his friend and attorney, Chris DeRose, to
ask for help.

On 9/6/2011 at 0720 hours, Lauer sent a text message to Babeu that indicated Orozco also
“hijacked” the Piryx account.

On 9/6/2011 at 0846 hours, Babeu sent a text message to Orozco that read, “You and Website
Results, LLC will be sued...you have crossed the line. Better get an attorney. Your brother will
also be contacted.”

On 9/6/2011 at 0754 hours, Babeu’s attorney, Chris DeRose, sent Orozco a cease and desist
letter demanding that Orozco, among other things, remove the offensive postings at once,
return control of www.paulbabeu.co to the campaign, return control of the Piryx account, and
do what is needed to help Babeu regain control of his Twitter account.

On 9/6/2011 at 1242 hours, Babeu sent an email to Chris DeRose, Cecilia Martinez, and Tim
Gaffney, in which Babeu apologized for the situation [related to Orozco] and added, “...we need
to end this constant weapon being used against me in my personal, professional and political
life. | am so done with being threatened!...”

On 9/6/2011 at 1312 hours, the campaign was able to regain control of the Piryx account by
working directly with Piryx.

On 9/6/2011 at 1515 hours, Tim Gaffney replied to an email from Tim Steller, a senior reporter
for the Arizona Daily Star. When Gaffney replied to the email, he blind carbon copied (bcc)
Babeu. In Steller’s original email, which was included in Gaffney’s reply, Steller asked if Babeu’s
campaign website, sheriffpaul.com, and Twitter account, PauBabeAZ, had been hacked because
he saw “some weird tweets” over the weekend. Steller also asked about the website,
paulbabeu.co, which Steller described as similar to sheriffpaul.com but with “slightly different
material.”

On 9/6/2011 at 2004 hours, Orozco sent a text message to Babeu that read, “Twitter account
has the same old password. Piryx was reset by ur team. Let me know if it worked.”
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On or about 9/7/2011, Orozco retained attorney Melissa Weiss-Riner.

On 9/7/2011 at 1221 hours, Orozco replied to the cease and desist letter. He did not dispute
the contents of the letter nor ask for clarification, but instead, Orozco wrote:

“All your demands have been met. The website www.paulbabeu.co is inactive and all content
was removed. Twitter account was reestablished and informed to Sheriff Babeu. Piryx was reset
by Sheriff Paul Babeu committee...”

On 9/7/2011 at 1252 hours, DeRose sent an email to Orozco that indicated the campaign was in
the process of verifying the information Orozco provided.

NOVEMBER 2011

On 11/4/2011, Weiss-Riner sent a letter to Chris DeRose, in which she indicated that both
Orozco and Babeu were interested in doing a simple “walk-away” and that Orozco was not
interested in signing any agreements [that would prevent him from publicly disclosing his
relationship with Babeu].

During an interview on 7/20/2012, Orozco was asked why Babeu wanted him to sign a non-
disclosure agreement in 9/2011 but not in 2006 when they stopped seeing each other the first
time. Orozco said he didn’t know. Orozco was also asked who besides him had the access and
ability to make changes to the website he managed. Orozco did not answer.

DECEMBER 2011

On or about 12/19/2011, as an automated result of the 8/6/2011 campaign donation made in
Orozco’s name at the Women of the West event, Orozco received a campaign Christmas card at
Orozco’s address new on Summit.

JANUARY 2012

On 1/7/2012 at 1019 hours, Chino Valley News received an email notification that indicated
someone had posted a comment in response to a Chino Valley News article titled, “Sheriff Paul
Babeu Announces Run for CD4.” The email included a copy of the comment, which read:

“This guys portraits himself as a public service helper, as hero. The facts are his own speech and
a microphone. he makes false statements and alter statistics. The real paul babeu is the one
who had a profile on www.adam4adam.com advertising for sex with photos t-shirtless and dirty
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conversations with gays. For all conservatives, being gay is a big issue, but having a weird sexual
behavior with young males and dishonesty is a really big trouble for this superstar.”

During an interview on 3/8/2012, Orozco admitted to posting a comment on the Chino Valley
News article and said he did it after he received the Christmas card.

FEBRUARY 2012
On 2/16/2012, the story appeared in the New Times.

Sometime after the story broke, Cusanovich sent a picture of Orozco from Christmas time to
the press. Cusanovich said he believed it was morally wrong for Orozco to “out” Babeu to the
press and thought Orozco should “man-up” and face the consequences of his actions. The
picture of Orozco was publicly released the next day.

On 2/20/2012 at 2222 hours, Orozco sent an email to Cusanovich. Orozco included the picture
from Christmas and asked Cusanovich if he shared it with anyone. Cusanovich didn’t reply.

On 2/21/2012 at 1359 hours, Cusanovich discovered the Christmas picture on a Facebook page
called, “People Against Sheriff Paul Babeu.” It was posted anonymously by someone using the
name, “Artr Grsrr,” who wrote, “these are the guys releasing photos, because they never had
the sheriff. dwayne and kurt wanted to have sex with the sheriff.”

MARCH 2012

During an interview on 3/1/2012, Babeu said that Orozco’s actions caused serious and
irreparable damage to his name, reputation, and character. Babeu added that the campaign
raised “hundreds and hundreds of thousands of dollars” and earned local, county, state, and
national media, which was captured, recorded and archived, and was worth millions of dollars.
Babeu said he was not sure if will ever be able to recover from what happened.

During an interview on 7/27/2012, Babeu also said he felt more than annoyed by Orozco’s
actions. Babeu said he believes Orozco stole his property, impersonated him, and did so with

malicious intent in order to harm him personally, professionally, and politically.

End of report.
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