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February 21, 2020

VIA E-MAIL BEAU.ROYSDEN@AZAG.GOV

Brunn (Beau) Roysden I11

Chief, Appeals & Constitutional Litigation Division
Arizona Attorney General’s Office

2005 North Central Avenue

Phoenix, AZ 85004

Re: Consolidated Final Responses to the First, Second, and Third Civil Investigative
Demands

Dear Beau:

We write in further response to the Civil Investigative Demands (CIDs) by the Attorney
General’s Office (AGO). Below we provide a comprehensive document listing Google’s final
responses to the First, Second, and Third CIDs. This response represents several hundred hours of
collective work by Google. Google believes that it fully satisfies its obligations with respect to the
First, Second, and Third CIDs. To the extent the AGO disagrees, Google requests an in-person,
meet-and-confer discussion in the very near future, perhaps in conjunction with one of the several
upcoming EUOs at which we will be together.

This letter is not intended to and does not waive any applicable privileges or protections,
including any attorney-client, work product, or other privileges or constitutional protections. Should
any privilege or protection apply to the information provided to you, such disclosure was inadvertent
and was not intended to constitute a waiver of such privilege or protection. In such an instance, we
respectfully request the return of such material to our firm pursuant to our agreement. By responding
here, or otherwise, Google does not waive any of its objections, and Google specifically reserves its
right to raise, at any time, any substantive or procedural objections it may have.

Finally, we also request that this response, and all correspondence regarding the CIDs, be
afforded confidential status pursuant to the Confidentiality Agreement in this matter, the Consumer
Fraud Act, AR.S. § 44-1525 et seq., and the Arizona Public Records Law, A.R.S. § 39-121 et seq.

Sincerely,

CONFIDENTIAL

147291338.1



Jean-Jacques Cabou

JCim
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INTRODUCTION AND RESERVATION OF RIGHTS

Google provides the below responses and information to respond to the discovery demands by the
AGO and its outside counsel. As stated previously, including in Google’s August 26, 2019 letter, if,
notwithstanding Google’s efforts to comply with the AGO’s discovery demands, an enforcement
petition or judicial complaint of any kind is brought against Google, it reserves the right to assert any
claim, defense, or argument it may have.
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GOOGLE’S RESPONSES TO THE FIRST CID

I. DEMANDS FOR INFORMATION

Demands for Information Regarding User Location Tracking

DEMAND FOR INFORMATION NO. 1
Explain the types of data Google collects from which a user’s location can be determined.

INITIAL RESPONSE (April 17, 2019): The user location information that Google may collect
depends on a number of factors. As Google explains in its Privacy Policy (available at
https://policies.google.com/privacy#infocollect), user location information includes information
from inputs such as search queries and other information the user chooses to provide to Google (e.g.,
destination address for driving directions), users’ IP addresses, device sensors (as explained further
below in Response to DFI No. 2), and device signals including GPS, information cellular networks
provide to a device, information from nearby Wi-Fi networks, and information from nearby Bluetooth
devices. Location information can be used to provide a range of functionality, including ensuring that
Google products and services use the correct default language based on a user’s location, providing
search results that relate to a relevant place, or providing optional account features, such as current
traffic predictions.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 2
Explain how user location data is collected in connection with Android, Google-authored
apps, Google search through a web browser, and Google Accounts.

INITIAL RESPONSE (April 17, 2019): As we explain in our Privacy Policy and above in response
to Demand for Information No. 1, the user location information that Google collects depends on a
number of factors, including the product or service being used and an individual uset’s settings. As
described in Google’s Privacy Policy and public documentation, when users interact with Google
products and services, including when certain Google Account features and settings are enabled,
location information may be collected. Further, this location information may be characterized as
providing implicit or explicit information about a user’s location.
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Implicit user location information does not tell Google where a user’s device is located, but through
user inputs, Google may infer that a user is either interested in a place or that the user might be at a
place. An example of implicit user location information would be a user inputting a search query for
a particular place. For example, if a user conducts a Google Search for “Fiffel Tower” Google may
infer that the user may like to see information for places near Paris, and Google can then use that
inference to provide localized recommendations about those places.

When users use or interact with certain Google products and services, their devices may send explicit
user location information to enable Google to provide those products and services. Explicit user
location information contains information about where a device is located and comprises the location
information types described below. Some Google products and services, such as turn-by-turn
navigation in Google Maps for mobile, require explicit device location. For these products and
services, users must turn on device-based settings that can be used to derive precise location.

The source and nature of the explicit user location types that Google collects are described below as
well as in the Google Privacy Policy:

e GPS

GPS is a radio navigation system that is relatively precise. It works by using radio waves between
satellites and a receiver inside a device to geolocate the device. The device’s GPS receiver uses data
from the satellite signals to triangulate where the device is and what time it is.

® Device sensors

Built-in sensors on devices measure motion, otientation, and various environmental conditions. The
Android OS supports a number of these different sensor types, which vary from device to device.
These sensors are used to provide a variety of functionality to Android OS developers—such as the
ability to measure device movement or positioning to support motion-based games, or to report a
compass bearing for a travel application.

Android OS application developers, including Google, can use accelerometers, gravity sensors,
gyroscopes, rotational vector sensors, barometers, orientation sensors, and magnetometers to more
precisely determine a device’s location. For example, Google uses the accelerometer readings to help
determine the device’s orientation and direction, the gyrometer helps determine if a user is turning,
and the barometer can help determine the user’s elevation.

® Cellular Network Information

Depending on the type of network to which the device is connected, Google may collect the tower-
broadcasted latitude and longitude of the cell tower from which the device is receiving service.
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e VWi-Fi & Bluetooth Scanning

These settings (on a uset’s device) allow apps and services to scan for publicly available information
from nearby devices (for example, Wi-Fi access points or Bluetooth beacons). These settings allow
the uset’s device to scan for nearby networks or other devices, even when Wi-Fi or Bluetooth
connectivity settings are disabled on a user’s device.

o JP Address

IP address information is another type of information that Google collects, stores, and uses, as
explained in Google’s Privacy Policy. IP addresses are required for devices to be able to connect to
one another through the Internet and are necessary for online services to function. Because IP
addresses are usually assigned in geographic blocks, they may be used to provide an estimate of the
location from which a device is connecting to the Internet. Inferring location based on an IP address
alone can be quite inaccurate. Nonetheless, Google may use IP addresses when other more precise
location information may be unavailable or in connection with available user location information.

Google may need to roughly estimate a user’s location by using an IP address, even when particular
device and Google Account settings affecting other user location information are disabled. For
example, it is important for Google to approximate the location of its users to comply with certain
legal requirements, such as restrictions on advertising for gambling services, which differ by
jurisdiction. Google may also collect, store, and use user location information to help detect fraud or
other suspicious activity on a user’s account. For example, IP address information may enable users
to determine when their Google Accounts have been compromised by unusual activity. Users can
review the dates and times on which their Google Accounts have been accessed, as well as the IP
address and general location from which these accesses occurred.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it, including in answering DFI No. 7, below.
If there are follow-up questions regarding this response, please let us know.

FINAL RESPONSE:

In Google’s February 28, 2019 letter to the AGO and in its first response to the First CID, Google
objected to requests to the extent that they were overly broad and unduly burdensome in defining a
Relevant Time Period of more than 10 years—January 1, 2007 - present—across such a broad range
of products and services. Google explained that in the absence of appropriate limitations, the scope
was not manageable and made it difficult for Google to provide useful information in a timely and
efficient manner. Subject to and without waiving those objections, Google provided detailed and
substantive narrative responses and produced documents.

Additionally, Google made three witnesses available for examinations under oath, who were prepared
to speak about how user location information is collected in connection with Android and Google
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Accounts. Further, as we mutually agreed, Google is making a fourth witness available for examination
under oath later this month to speak about how user location information is collected in connection
with Google-authored apps and Google search through a web browser.

Furthermore, in its April 17, 2019 response, Google comprehensively answered how it collects
location information. In response to Demand for Information No. 2, Google described GPS, device
sensors, IP Addresses and scanning for Wi-Fi, Bluetooth, and cellular network information. Moreover,
in its response to Demand for Information No. 7, Google provided additional explanations about
location information collection via Google Account (including Location History, Web & App Activity,
and Google Location Sharing) and device settings, including the Device Location Setting, Google
Location Accuracy (formerly known as Google Location Services), and Usage & Diagnostics. Google
also explained that the user location information that Google collects depends on a number of factors,
including the product or service being used and an individual user’s settings. In its June 20, 2019
supplemental response, Google asserted that “it ha[d] fully responded” and said “[i]f there are follow-
up questions regarding this response” to “please let us know.”

Your January 17, 2020 letter says that “Google’s response does not mention products that the AGO
now knows are involved in user location data collection, such as the FLP (Fused Location Provider)
or ULR (User Location Reporting). See, e.g., Chai EUO Tr. at 66:1-8; McGriff EUO Tr. at 68:11—
69:18.” Your letter reflects a misunderstanding of relevant facts. First, Fused Location Provider does
not collect location information. It “can provide estimated location received from Google Location
Services.” See, e.g., Chai EUO Tr. at 60:21-23. Google described Google Location Services (now
known as Google Location Accuracy) in its written responses, including as early as April 17, 2019.
Second, User Location Reporting is tied to the Google Location History Product, which Google
described in multiple Demands for Information, including, for example, Demands No. 4-8, 11, 12,
15, 17, and 18. Google specifically explained in its responses, including on April 17 and September 4,
2019, that “users can also opt out a particular device from collecting and reporting user location to
Location History.”

DEMAND FOR INFORMATION NO. 3

Describe the user location data collected in connection with Android, Google-authored apps,
Google search through a web browser, and Google Accounts, including the precision of the
data and the frequency with which the data is collected.

INITIAL RESPONSE (April 17, 2019): We describe the location information that Google collects in
response to Demand for Information No. 2 above. The frequency with which location information is
collected depends on a number of factors, including how often the user is interacting with Google
products and services, the product or service being used, and an individual user’s settings. For
example, if Web & App Activity is enabled for a uset’s Account, the frequency of collection will
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depend on the user’s web activity or other interactions with Google products and services (e.g., finding
a place in Maps).

The degree of precision of location information is also described in response to Demand for
Information No. 2. As we explain above, user location inputs may be characterized as providing
implicit or explicit information about a user’s location. Implicit user location information does not tell
Google where a uset’s device is located, but through user input allows Google to infer that a user is
either interested in a place or that the user might be at a place. Explicit user location information
contains information about where a device is located, and enables Google to provide its products and
services to users.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:

In Google’s February 28, 2019 letter to the AGO and in its first response to the First CID, Google
objected to requests to the extent that they were overly broad and unduly burdensome in defining a
Relevant Time Period of more than 10 years—]January 1, 2007 - present—across such a broad range
of products and services. Google explained that in the absence of appropriate limitations, the scope
was not manageable and made it difficult for Google to provide useful information in a timely and
efficient manner. Subject to and without waiving those objections, Google provided detailed and
substantive narrative responses and produced documents.

Specifically, Google’s April 17, 2019 response to this Demand explained that Google described the
degree of precision of location information in response to Demand for Information No. 2. There,
Google addressed precision of GPS, IP Address, device sensors, implicit location information, and
Google Maps location information.

Google also produced multiple informative documents on the topic of the precision of location
information. For example:

o GOOG-GLAZ-00044520 - GOOG-GLAZ-00044770: Discusses the precision of numerous
kinds of information from inputs including Wi-Fi, GPS, Compass, and magnetometers.

o GOOG-GLAZ-00173091 - GOOG-GLAZ-00173105: Discusses the precision of location in
the context of indoor navigation.

o GOOG-GLAZ-00171989 - GOOG-GLAZ-00171995: Discusses the precision of location in
the context of indoor navigation.

o GOOG-GLAZ-00171906 - GOOG-GLAZ-00171908: Discusses the coarsening of location
across Google and the “Off means coarse/3+1” launch in 2019.

8
CONFIDENTIAL
147291338.1



o GOOG-GLAZ-00090592 - GOOG-GLAZ-00090600: Discusses “3+1 coarsening in
logging” and its application.

o GOOG-GLAZ-00159799 - GOOG-GLAZ-00159801: Discusses coarsening non-device
location in search.

o GOOG-GLAZ-00141961 - GOOG-GLAZ-00141986: User Location Newsletter.
GOOG-GLAZ-00096793 - GOOG-GLAZ-00096823: Entitled “Precise IP.”

Additionally, Google made three witnesses available for examinations under oath, who were prepared
to speak about the user location information collected in connection with Android and Google
Accounts, including the precision of the information and the frequency with which the information is
collected. Further, as we mutually agreed, Google is making a fourth witness available for examination
under oath later this month to speak about the user location information collected in connection with
Google-authored apps and Google search through a web browser, including the precision of the
information and the frequency with which the information is collected.

Your January 17, 2020 letter alleges that “Google’s 6/20/2019 response is devoid of any substantive
information.” As an example, you cite the topic of changes to the precision of WAA location
information in 2014/2015 or early 2019. See Monsees EUO Tr. at 185:19-187:11, 193:10-194:19,
195:11-19, 197:25-204:22. Your citation to Google’s testimony is proof that Google made
knowledgeable witnesses available on the topic. Further, on September 4, 2019, Google responded to
all of the AGO’s Demands for Information and Requests for Production on this topic. Google’s
responses and productions specifically addressed the topics of the storage of device-based location as
part of Web & App Activity in 2014/2015, and its 2019 changes to coarsen Web & App Activity
location information. This includes Google’s production of relevant launch reports and other
documents in response to Requests for Production No. 7 and 18 and Google’s written responses to
Demands for Information No. 22, 23, and 25 in the AGO’s Third CID.

Furthermore, for example, for Web & App Activity before 2015, device location was coarsened to
approximately a neighborhood-sized area with a sufficient number of unique users (e.g., 1,000). When
precise location was added in 2015, the location provided by the uset’s device was stored, which could
be a precise lat/lon. In 2019, the device-based Web & App Activity location was moved to a coarser
level than it was in 2015, approximately a city-sized area with a sufficient number of unique users (e.g.,
+1,000).

DEMAND FOR INFORMATION NO. 4

Explain how Google stores and deletes user location data collected in connection with
Android, Google-authored apps, Google search through a web browser, and Google
Accounts, including the length and location of storage.
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INITIAL RESPONSE (April 17, 2019): As Google explains in its Privacy Policy and above in
response to Demands for Information Nos. 1-3, the way that Google collects, stores, and deletes user
location information depends on a number of factors, including the product or service being used and
an individual uset’s settings. For example, users can change their device location settings in the
“Security and location” section of their Pixel. In their Google Account, users can remove Location
History entries from their Timeline and Web & App Activity entries from their My Activity page at
any time (available at https://myaccount.google.com/activitycontrols).

As Google explains on its Data Retention page (available at
https://policies.google.com/technologies/retention), as a general matter, when a user deletes data in
the user’s Google Account, Google starts the process of removing it from the product and its systems.
Google also tries to ensure that its products and services protect information from accidental or
malicious deletion, including of user location information. Because of this, there may be delays
between when users delete something and when copies are deleted from Google’s active and backup
servers. Google products and services also use encrypted backup storage as another layer of protection
to help recover from potential disasters. Data can remain on these systems for up to six months.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:

In Google’s February 28, 2019 letter to the AGO and in its first response to the First CID, Google
objected to requests to the extent that they were overly broad and unduly burdensome in defining a
Relevant Time Period of more than 10 years—January 1, 2007 - present—across such a broad range
of products and services. Google explained that in the absence of appropriate limitations, the scope
was not manageable and made it difficult for Google to provide useful information in a timely and
efficient manner. Subject to and without waiving those objections, Google provided detailed and
substantive narrative responses and produced documents.

In addition to explaining Google’s general policies about data deletion, Google’s April 17, 2019
response also explained that users could view, manage, and delete their Location History and Web &
App Activity data at any time.

Additionally, Google made three witnesses available for examinations under oath, who were prepared
to speak about how Google stores and deletes user location information collected in connection with
Android and Google Accounts, including the length and location of storage. Further, as we mutually
agreed, Google is making a fourth witness available for examination under oath later this month to
speak about how Google stores and deletes user location information collected in connection with
Google-authored apps and Google search through a web browser, including the length and location
of storage.
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Again, because of the overbroad scope of this DFL it is difficult for Google to provide useful

information. But subject to and without waiving its objections, Google stores and deletes user location

information including but not limited to as follows:

Store

Data Stored

Retention/Deletion’

SensorVault/Location History

Location information for users
that have enabled Location
History.

Deleted upon user request
and/or account closure.

Web & App Activity

Coarse location information
from which a user used a
Google service.

Deleted upon user request
and/or account closure.

Cache of recent user location,
coarse or precise depending
upon account/device settings.

Deleted upon user request
and/or account closure or, if
neither of those occurs, within
two months of collection.

Google Location Accuracy and
Google Location Services

Location information for users
with Google Location
Accuracy/ Google Location
Services on - not tied with
user’s account.

— .

Google also produced multiple informative documents on the topic of the length and location of

storage of location information. For example,

GOOG-GLAZ-00176439 - GOOG-GLAZ-00176441: Discusses the length of data storage.
GOOG-GLAZ-00175307 - GOOG-GLAZ-00175312: Discusses the length of data storage
in the specific context of advertising.
o GOOG-GLAZ-00093216 - GOOG-GLAZ-00093244: Discusses SensorVault.
GOOG-GLAZ-00168023 - GOOG-GLAZ-00168032: Discusses specific retention for

different data types.

o GOOG-GLAZ-00167051 - GOOG-GLAZ-00167056: Discusses various locations in which

data is stored.

! The information provided in this column is also subject to Google’s Privacy and Data Retention

Policy, available at https:

policies.google.com/technologies/retention.
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GOOG-GLAZ-00082159 - GOOG-GLAZ-00082160: Discusses “LH retention storyline.”
GOOG-GLAZ-00154824 - GOOG-GLAZ-00154826: Discusses Writing Location History
Setting.

o GOOG-GLAZ-00151237 - GOOG-GLAZ-00151247: Discusses SensorVault storage

requirements and retentions.
o GOOG-GLAZ-00196328 - GOOG-GLAZ-00196330: Discusses “retention plans.”

Moreover, in response to more detailed questions about user location information deletion and storage
in the AGO’s Third CID, Google provided additional narrative information. For example, in response
to Demand for Information No. 10, which asked more specifically about deletion of user location
information outside of Location History and Web & App Activity, Google provided relevant
information for all of its Google Mobile Services products:

Google

Chrome Browser
Gmail

Google Maps
YouTube

Google Play Store
Drive

Google Play Music
Google Play Movies
Duo

Google Photos

Google also provided additional information about the storage and deletion of user location
information in relation to Location History and Web & App Activity in its response to the Third CID.
Specifically, Google explained that it introduced a feature in May of 2019 that allows users to set the
information to auto-delete after 3 or 18 months, or to be retained indefinitely for users to manage and

delete when they wish.

Furthermore, the AGO’s Fourth CID asks additional questions about how and under what
circumstances Google stores and deletes user location information (for example, in Demands for
Information No. 1, 4, 12, and 13), which Google is in the process of responding to.

Finally, the specific example your January 17 letter cites from documents Bates-stamped GOOG-
GLAZ-00031110 simply elaborates on information Google already provided. As Google explained in
its original response to this Demand, “as a general matter, when a user deletes data in the user’s Google
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Account, Google starts the process of removing it from the product and its systems. Google also tries
to ensure that its products and services protect information from accidental or malicious deletion,
including of user location information. Because of this, there may be delays between when users delete
something and when copies are deleted from Google’s active and backup servers.“ The .—day period
that the document refers to is the period of time under which Google’s policy is to wipe data from

the active and backup servers.

DEMAND FOR INFORMATION NO. 5
Explain how Google uses user location data collected in connection with Android, Google-
authored apps, Google search through a web browser, and Google Accounts.

INITTIAL RESPONSE (April 17, 2019): Google’s Privacy Policy and user instructional videos describe
the information that Google collects, why it collects that information, and how Google keeps that
information secure. The Privacy Policy specifically explains to users how Google uses location
information in a section entitled, “Information Google collects,” with a subsection titled, “Your
location information.” Under Google’s Terms of Service and Privacy Policy, users agree that Google
can collect information about location. As Google’s Privacy Policy states, we “collect information
about your location when you use our services, which helps us offer features like driving directions
for your weekend getaway or showtimes for movies playing near you.”

As we explain in our response above to Demand for Information No. 2, and in our Location Data
page (available at https://policies.google.com/technologies/location-data), user location inputs may
be characterized as providing implicit or explicit information about a uset’s location. Implicit user
location information does not tell Google where a user’s device is located, but through user inputs,
allows Google to infer that a user is either interested in a place or that the user might be at a place.
Explicit user location information contains information about where a device is located, and enables
Google to provide its products and services to users.

Google also uses user location information collected when Location History and Web & App Activity
are enabled to provide advertising services to signed-in users. Google does not use information from
Location History and Web & App Activity if a signed-in user has opted out of ads personalization
features. When Location History and Web & App Activity are disabled, they do not provide user
location information to Google.

Additionally, Google uses location information from users who have enabled Location History to
report aggregated and anonymised statistics to advertisers—for example, aggregate number of store
visit conversions. Store visit reports provide advertisers with only anonymized and aggregated statistics
about how ad clicks and viewable impressions are followed by visits to stores, and cannot be tied to
individual ad clicks, viewable impressions, or individuals.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.
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FINAL RESPONSE:

In Google’s February 28, 2019 letter to the AGO and in its first response to the First CID, Google
objected to requests to the extent that they were overly broad and unduly burdensome in defining a
Relevant Time Period of more than 10 years—January 1, 2007 - present—across such a broad range
of products and services. Google explained that in the absence of appropriate limitations, the scope
was not manageable and made it difficult for Google to provide useful information in a timely and
efficient manner. Subject to and without waiving those objections, Google provided detailed and
substantive narrative responses and produced documents.

Google made three witnesses available for examinations under oath, who were prepared to speak
about how Google uses user location information collected in connection with Android and Google
Accounts. Further, as we mutually agreed, Google is making a fourth witness available for examination
under oath later this month to speak about how Google uses user location information collected in
connection with Google-authored apps and Google search through a web browser.

Your January 17 letter asks about - Google produced multiple documents on - and
-, each of which are proprietary technologies important to Google’s location-related work,
including:

o GOOG-GLAZ-00173493 - GOOG-GLAZ-00173503: Describing, among other things,

Google’s work “to build platforms that allow other teams within Google to leverage user

semantic location data.”

GOOG-GLAZ-00168730 - GOOG-GLAZ-00168818: Describes uses of data.

GOOG-GLAZ-00168710 - GOOG-GLAZ-00168714: Describes uses o. data.

GOOG-GLAZ-00022990 - GOOG-GLAZ-00022990: Discussing “raw location clients.”

GOOG-GLAZ-00167051 - GOOG-GLAZ-00167056: Discussing integration of -

location signals.

GOOG-GLAZ-00082055 - GOOG-GLAZ-00082059: Discussing GoogleFit and PlaceVault.

GOOG-GLAZ-00153420 - GOOG-GLAZ-00153423: Discussing the “upcoming launch of

o GOOG-GLAZ-00077279 - GOOG-GLAZ-00077355: Describing Timeline and the History
of Timeline, including its data sources and other particulars.

o GOOG-GLAZ-00034858 - GOOG-GLAZ-00034946: Discussing the “Location Platform
Summit- Welcome.”

o GOOG-GLAZ-00141961 - GOOG-GLAZ-00141986: User Location Newsletter.
GOOG-GLAZ-00162682 - GOOG-GLAZ-00163027: Geo June 2017 “Sundar Review.”
GOOG-GLAZ-00147911 - GOOG-GLAZ-00147946: [} Ads Targeting Slides.
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Moreover, Google is in the process of responding to your Fourth CID, which specifically asks about
- in Demand for Information No. 12.

DEMAND FOR INFORMATION NO. 6

Explain the disclosure to third parties of user location data collected in connection with
Android, Google-authored apps, Google search through a web browser, and Google
Accounts.

INITIAL RESPONSE (April 17, 2019): As described in our General Objections and here more
specifically, Google cannot respond with regard to devices, browsers, applications, or other products
and services that it does not create, own, or control. We respond to this Demand for Information to
the extent possible based on information regarding Google Account-level settings, Android on Pixel
devices, and as a general matter, with regard to Google products and services.

Pixcel Devices. On the Pixel (and many third-party Android devices), users may grant their express
consent for individual third-party apps to access the Android device location permission. The settings
that allow a user to control this access are explained further below in response to Demand for
Information No. 7.

Google Products and Services. Certain Google products and services may have an option or a setting that
allow a user to choose to share user location with a third party. Given the number of Google products
and services, it is not possible for Google to respond to this overbroad and burdensome request with
regard to each product and service.

Location History, Web & App Activity, Usage & Diagnostics. Information on a specific uset’s location that
Google collects via Google Account and device settings for Location History, Usage & Diagnostics,
and Web & App Activity is not shared with third parties. However, aggregated and anonymized
information that cannot be used to identify the location of a particular user is used by Google and
third parties to develop and improve products, for system optimization, advertising, and other

purposes.

Google Location Sharing. Google Location Sharing is the only Google Account setting that allows a user
to choose to share his or her location with third parties. Please refer to our response to Demand for
Information No. 7 for how users control that setting and the sharing of location information with
third parties.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:
In Google’s February 28, 2019 letter to the AGO and in its first response to the First CID, Google
objected to requests to the extent that they were overly broad and unduly burdensome in defining a
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Relevant Time Period of more than 10 years—]January 1, 2007 - present—across such a broad range
of products and services. Google explained that in the absence of appropriate limitations, the scope
was not manageable and made it difficult for Google to provide useful information in a timely and
efficient manner. Subject to and without waiving those objections, Google provided detailed and
substantive narrative responses and produced documents.

Google’s April 17, 2019 response explained the specific controls available for users to manage the
sharing of location information to third parties for Pixel Devices, certain Google products and
services, Location History, Web & App Activity, and Google Location Sharing. In its June 20, 2019
supplemental response, Google asserted that “it ha[d] fully responded” and said “[i]f there are follow-
up questions regarding this response” to “please let us know.”

Additionally, Google made three witnesses available for examinations under oath, who were prepared
to speak about the disclosure to third parties, if any, of user location information collected in
connection with Android and Google Accounts. Further, as we mutually agreed, Google is making a
fourth witness available for examination under oath later this month to speak about the disclosure to
third parties, if any, of user location information collected in connection with Google-authored apps
and Google search through a web browser.

Your January 17 letter asked for additional information about the types of situations in which data is
shared with third parties, what precisely is shared, and the frequency of this sharing. Again, Google
reasserts its objections to the breadth of this question, but provides additional examples and
information below. Google would also like to reiterate that it has produced thousands of pages of
documents that contain additional responsive information.

® Store Sales Visits

This is a feature that Google offers to a select group of approved advertising customers that uses
ageregated and anonymized data from users that have opted into Location History to tell advertisers
how their online ad clicks and viewable impressions influence physical store visits. Only certain
advertising customers are approved. The feature is not available to advertisers with sensitive location
categories related to healthcare, religion, adult content, and children. In addition, advertisers must
meet certain criteria such as having sufficient store visits data on the backend to attribute to ad click
or viewable impressions traffic and pass Google’s user privacy thresholds.

The data that Google provides to advertisers is an aggregated statistic. It will show, for example, how
an increase of x% in ad spend, can result in y% increase in store visits and z% increase in online
conversions. Store visit data is based on anonymous, aggregated statistics, using differential privacy
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techniques from which users cannot be reidentified. Google creates modeled numbers by using
current and past data on the number of people who click or view an advertiser’s ads and later visit
their store. Store visit data cannot be tied to individual ad clicks, viewable impressions, or people. The
data is available to advertisers to access in their Google Ads account at any time.

o Dimergency Locaton Services 1.5) /[

Android Emergency Location Services (ELS) helps mobile network operators, emergency
infrastructure providers, and governments provide more accurate location information to first
responders during an emergency. ELS uses the location technologies on an Android phone, including
cell, GPS and WiFi signals, and device sensors, to estimate an accurate emergency location. The
location is often more accurate and reliable than cell tower IDs and is calculated by the Android Fused
Location Provider, which combines the different signals to provide a location for the device. ELS is
solely for the use of emergency service providers, and location is sent from the uset’s device to
emergency services only when the user explicitly places an emergency call, either directly or through
their mobile network.

® Google Person Finder

On several occasions of catastrophe—such as during large earthquakes, tsunamis, or acts of
terrorism—Google has made its Person Finder application available to users. This application is a
message board-like service that, with a user’s consent, allows them to share their current location and
other pertinent information with a wide audience to facilitate their rescue by emergency services
personnel or reunite them with family members.

Demands for Information Regarding User Privacy Controls

DEMAND FOR INFORMATION NO. 7

Explain whether and how a user can prevent Google or any third party from collecting his or
her location data in connection with Android, Google-authored apps, Google search through
a web browser, and Google Accounts.

INITIAL RESPONSE (April 17, 2019): Users have a number of options to control how their location
information is collected and shared. For example, users can enable or disable device location controls,
as well as deny apps access to location on an app-by-app level. Specifically, users can adjust the
following device or Google Account settings:

Devices

® Device’s Location Setting
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On the Pixel (and many Android devices), a device-level setting controls device-based location. When
the device’s location setting is on, apps with the user’s permission can access the device’s location.
Users can change the setting at any time in the “Security & location” panel of their Pixel. If a user
disables this setting for their device, then no apps can access the device’s location. Note that apps or
websites connecting to the Internet may continue to use other signals like IP address, or other
information the user provides, to infer information about the user’s location. Google, for example,
may use IP-based location to prevent abuse or to ensure users get search results that are relevant to
their location (for example, people searching for “football” in England likely want different results
than people searching for “football” in the U.S.).

® Google Location Accuracy (formerly known as Google Location Services)
(‘(GLA”)

GLA is a network-based location service that collects data to improve location accuracy and provide
certain location information to the apps and services with the requisite permissions. Users can change
the setting at any time from their Pixel device’s “Security & location” panel. The information Google
collects from GLA is linked to a temporary and rotating device identifier that is not used by or shared
with other services. It is not connected with any identifier that would associate that data with a specific
user.

® Usage & Diagnostics

The optional Usage & Diagnostics setting helps Google improve Android OS based on information
about how devices are used and work. When this setting is enabled, Google collects IP addresses.
When the Usage & Diagnostic setting is disabled, Google may still collect user location information
via other relevant settings.

Google Account

® Location History

This is a distinct product Google provides to Google Account holders that saves a private map (that
is not accessible to or shared with third parties) of where the user goes with his or her signed-in
devices, even when the user is not using a Google service. Location History is disabled by default and
users must opt in to enable it. Opting in to Location History allows Google to build a user’s Timeline
(which users can review and delete at any time at https://maps.google.com/timeline) of the places the
user’s devices have been and to provide more personalized features across Google products and
services, such as traffic predictions for their daily commute.

o Web & App Activity

This is a Google Account setting that stores a uset’s Google activity data to My Activity
(https://myactivity.google.com) in their Google Account. The user location information that is saved
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as a result of Web & App Activity (which users can review and delete in My Activity at any time) is
collected and stored in a user’s Google Account when the user is engaging with a Google product and
has Web & App Activity enabled. For example, when a user uses Google Search or Google Maps to
search for “restaurant,” Google collects the search term as well as information about that activity,
including IP address and location information, so that the search results returned to the user will show
nearby restaurant options.

® Google Location Sharing

Google Location Sharing allows Account holders to share their real-time location with others.
Account holders choose whom they want to share their location with and for how long. For example,
a user may share their estimated time of arrival with a friend once they are navigating on a journey to
see them. A user may also create a share that will expire after a defined period of time, such as with
friends during a vacation. Finally, a user may create an ongoing share (for example, with a family
member) and decide to stop the share at a later date.

Google provides users centralized dashboards to control their Account-level and device-level
location, privacy, and security settings.

Additionally, and as we explain above in response to Demand for Information No. 4, users can manage
device location settings in the “Security and location” settings and their Google Account settings at
https://myaccount.google.com/activitycontrols. Users can remove Location History entries from
their Timeline at any time and Web & App Activity entries from their My Activity page at any time.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 8
Explain whether and how a user can entirely prevent Google or any third party from collecting
his or her location data.

INITIAL RESPONSE (April 17, 2019): Google cannot respond with regard to users’ interactions
with third parties, nor can it respond with regard to mobile devices that have settings that are neither
designed nor controlled by Google. Google focuses its response on Google Account settings that
control the collection and use of location information for Location History, Web & App Activity, and
Google Location Sharing, as well as certain Pixel device level settings.

The CID defines “User location data” as “any data from which a user’s location can be determined,
including but not limited to location information collected through device sensors, GPS, Wi-Fi,
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Bluetooth, cell towers, and IP addresses.” As Google explains in its Privacy Policy, mobile device and
Google Account settings enable users to manage location information collection. As a general matter,
IP addresses are required for devices to be able to connect to one another through the Internet and
are necessary for online services to function. As a result, in order to use and interact with products
and services from mobile and other devices, IP address information is transmitted when device or
Account settings are disabled.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:

As Google has previously explained, in order to use and interact with products and services from
mobile and other devices, IP address information is transmitted when device or Account settings are
disabled. Among other things, this information helps Google approximate the location of its users to
comply with certain legal requirements, such as restrictions on the supply of gambling services or
advertising services, which differ by jurisdiction. Google may also collect, store, and use location
information to help detect fraud or other suspicious activity on a user’s account. In addition, IP
address information may enable users to determine when their Google Accounts have been
compromised by unusual activity.

DEMAND FOR INFORMATION NO. 9

Explain whether and how, during the set up process for an Android device, the user can turn
off any settings, functions, or permissions relating to the collection of user location data, and
identify any such settings, functions, or permissions that the user cannot turn off at that point.

INITIAL RESPONSE (April 17, 2019): As described in our General Objections, it is not possible for
Google to provide responses regarding the numerous manufacturers and variations and versions of
Android devices they design, develop, or market. These devices may have different user interfaces and
settings. Consistent with our objections, Google’s response to this Demand for Information is thus
limited to Pixel devices.

When a user sets up a Pixel-running Android Pie (version 9.0 and up), they are prompted to manage
the device location setting. The user’s choice for this setting will also apply to the Google Location
Accuracy (“GLA”) setting described in response to Demand for Information No. 8 above. On Pixel
devices running older versions of Android, users were presented with an option to manage the GLA
setting during set up and would exit the set up with the device location toggle setting enabled. Users
can manage these settings any time after device set up.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.
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FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 10

Explain whether and how, after completing the set up process for an Android device, the user
can turn off any settings, functions, or permissions relating to the collection of user location
data, and identify any such settings, functions, or permissions that the user cannot turn off
after the set up process.

INITIAL RESPONSE (April 17, 2019): As described in our General Objections, it is not possible for
Google to provide responses regarding the numerous manufacturers and variations and versions of
Android devices they design, develop, or market. These devices may have different user interfaces and
settings. Consistent with our objections, Google’s response to this Demand for Information is thus
limited to Pixel devices.

Atany time after setting up a Pixel device, a user can disable any or all of the device settings, functions,
or permissions described above in response to Demand for Information No. 7.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 11

Explain whether and how Google collects, stores, uses, deletes, and discloses user location
data when the user turns off the Location History setting of his or her Google Account but
keeps the Web & App Activity setting turned on.

INITIAL RESPONSE (April 17, 2019): The Web & App Activity Google Account setting is described
above in Demand for Information No. 7. It is a distinct and separate Google Account setting from
Location History. Users can access and manage the Web & App Activity Google Account setting at
any time from their Google Account.

As we explain in our Privacy Policy and above in response to Demands for Information Nos. 1-4 the
user location information that Google collects and stores depends on a number of factors, including
the product or service being used and an individual user’s settings. When a user pauses Location
History, Google presents specific disclosures to remind the user that Google may still use location
information that we received from their use of other Google products or services.

21
CONFIDENTIAL
147291338.1



If a user has Web & App Activity enabled, when they use a Google service, like Google Maps or
Search, Google may process information about that activity including location information. Google
discloses how it handles wuser data in the Google Privacy Policy (available at
https:/ /policies.google.com/ ptivacy) and Location Data page (available at
https://policies.google.com/technologies/location-data), within the Web & App Activity setting
itself, and in various publicly-available help center pages. When Web & App Activity is enabled, certain
user location information is stored with the user’s Google Account alongside the activity and can be
viewed, managed, and deleted in My Activity (available at
https:/ /myaccount.google.com/activitycontrols).

As a general matter, as described above, IP addresses are required for devices to be able to connect to
one another through the Internet and are necessary for online services to function. As a result, in
order to use and interact with products and services from mobile and other devices, IP address
information is transmitted, even when location settings are disabled.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 12

Describe the user location data that Google collects (including through the Android operating
system or through Google-authored apps or Google websites running or accessed through an
Android device or iOS device) when the user turns off both the Location History and the Web
& App Activity settings of his or her Google Account, including location data collected
through IP addresses, GPS, Wi-Fi scanning, Bluetooth scanning, cell tower information,
barometer, or any other sensors.

INITIAL RESPONSE (April 17, 2019): As we explain in our Privacy Policy and above in response
to Demands for Information Nos. 1-4, the user location information that Google collects and stores
depends on a number of factors, including the product or service being used and an individual uset’s
settings. As we explain above in response to Demand for Information No. 7, the Location History
and Web & App Activity settings are distinct Google Account settings that a user can choose to enable
or disable at any time. These Google Account settings do not affect or control device settings, which
vary based on the specific device and which Google does not create or control.

Android or iOS mobile devices have settings that enable users to control the collection of device-
based location information. IP addresses are required for devices to be able to connect to the Internet
and are necessary for online services to function. As a result, in order to use and interact with products
and services from mobile and other devices, IP address information is transmitted, even when location
settings are disabled.
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SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 13

Explain whether and how Google collects, stores, uses, deletes, and discloses user location
data when the user turns off the Location setting of an Android device, and describe the user
location data so collected.

INITIAL RESPONSE (April 17, 2019): Please refer to our responses to Demands for Information
Nos. 10-12.

SUPPLEMENTAL RESPONSE (June 20, 2019): Please also refer to our response to Demand for
Information No. 7. Based on our understanding of this Demand for Information, Google asserts that
it has fully responded to it. If there are follow-up questions regarding this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 14

Explain whether and how Google collects, stores, uses, deletes, and discloses the location
data of any user of a device made by an entity other than Google, but on which the user has
installed a Google-authored app or through which the user accesses a Google Account, when
the user has otherwise disabled location tracking on the device.

INITIAL RESPONSE (April 17, 2019): As described in our General Objections, Google cannot
respond with regard to the conduct of third parties, nor can it respond with regard to Android or
other devices that have settings that are neither designed or controlled by Google.

With regard to Google Account settings, and Google’s collection and use of location information
when a user has disabled locating settings, please refer to our responses to Demands for Information
Nos. 10-12.

Given the number of Google products and services, it is not possible for Google to respond to this
overbroad and burdensome request with regard to each product and service that a user may install on
a mobile device.
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As a general matter, as described above, IP addresses are required for devices to be able to connect to
one another through the Internet and are necessary for online services to function. As a result, in
order to use and interact with products and services from mobile and other devices, IP address
information is transmitted, even when location settings are disabled.

SUPPLEMENTAL RESPONSE (June 20, 2019): Please also refer to our response to Demand for
Information No. 7. Based on our understanding of this Demand for Information, Google asserts that
it has fully responded to it. If there are follow-up questions regarding this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 15

Explain the means by which third-party apps accessible through Android collect user location
data, including when (a) the user turns off the Location setting of the device, (b) the user
turns off the Location History setting of his or her Google Account but leaves the Web & App
Activity setting turned on, and (c) the user turns off both the Location History and the Web
& App Activity settings, and describe the user location data collected in all such cases.

INITTIAL RESPONSE (April 17, 2019): As we explain above in response to Demands for Information
Nos. 7 and 12, Location History and Web & App Activity are distinct Google Account features that
a user can choose to enable or disable at any time. These Google Account settings do not affect or
control mobile device settings, which vary based on the specific device. As we explain above in
response to Demand for Information No. 2, mobile devices have settings that enable users to control
the collection of device-based location information. Also, as described in our General Objections,
Google cannot respond with regard to the conduct of third parties, nor can it respond with regard to
Android or other devices that have settings that are neither designed or controlled by Google.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions
regarding this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 16

Explain how users can delete the user location data Google collects in connection with
Android, Google-authored apps, Google search through a web browser, and Google
Accounts.
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INITIAL RESPONSE (April 17, 2019): We address deletion of location information in our responses
to Demands for Information Nos. 2, 4, and 11 above.

SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions regarding
this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 17

Explain whether and how user location data is collected through the Location History setting
even when the user turns off that setting, and then stored once the user turns that setting back
on.

INITTIAL RESPONSE (April 17, 2019): As we explain above in response to Demand for Information
No. 7, Location History is a distinct product that allows Google Account holders to save a private
map of where the user goes with his or her signed-in devices. Opting in to Location History allows
Google to build a private Timeline of the places the user’s devices have been and to provide more
personalized products and services, such as traffic predictions for their daily commute. Google stores
Timeline information until an Account holder edits or deletes it. Account holders can disable Location
History at any time, and they can edit or delete their Timeline at any time.

When Location History is paused, the product no longer saves the user’s location information to the
user’s private Timeline (users can also opt out a particular device from collecting and reporting user
location to Location History). However, pausing Location History—the distinct product—does not
disable other settings that affect the collection of user location information (e.g., IP addresses).

When a user pauses Location History, Google presents specific disclosures to remind him or her that
Google may still use location information that Google receives from his or her use of other products
and services. For example, if a user has Web & App Activity enabled, when they use a Google product
or service like Google Maps or Search, Google may process user location information including the
device’s IP address and other user location information.

Google discloses how it collects user data, including location information, in its Privacy Policy
(available at https://policies.google.com/ptivacy), on the Location Data page (available at
https://policies.google.com/technologies/location-data), and within the settings described above, in
response to Demand for Information No. 7, and in help center pages.
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SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this Demand for
Information, Google asserts that it has fully responded to it. If there are follow-up questions
regarding this response, please let us know.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

Demands for Information Regarding Tracking of Arizonans

DEMAND FOR INFORMATION NO. 18

Identify the number of users in Arizona whose location data you have collected in connection
with Android, Google-authored apps, Google search through a web browser, and Google
Accounts. Specify the number of Arizona users whose location data you collected even when
(a) the user had turned off the Location setting of his or her Android device, (b) the user had
turned off the Location History setting of his or her Google Account but left the Web & App
Activity setting turned on, and (c) the user had turned off both the Location History and the
Web & App Activity settings.

INITIAL RESPONSE (April 17, 2019): In the ordinary course of its business, Google does not
determine, or maintain any document stating, the number of users in Arizona who have had Google
Accounts during certain periods of time. Neither does Google, in the regular course of its business,
determine or maintain any document stating, the number of users in Arizona who may have had
Location History or Web & App Activity enabled or paused.

SUPPLEMENTAL RESPONSE (June 20, 2019): As previously stated, Google does not maintain
such documents in the ordinary course of business. We are currently attempting to ascertain whether
this information can be determined through other means. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google has not identified information
maintained in the ordinary course that states the number of users in the manner described in DFI 18.
However, with regard to the specific scenarios described in (a)-(c) of DFI 18, as we have previously
explained, the user location information that Google collects and stores depends on a number of
factors, including the product or service being used and an individual user’s settings. For instance,
every device connected to the Internet is assigned an IP address and these numbers are usually
assigned in geographic blocks. Thus, an IP address can often be used to identify the location from
which a device is connecting to the Internet.

When a user pauses Location History, Google presents specific disclosures to remind the user that
Google may still use location information that we received from their use of other Google products
or services.
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Google explains in its Privacy Policy (available at https://policies.google.com/ptivacy), and in
additional disclosures on the page titled How Google Uses Location Information (available at
https:/ /policies.google.com/technologies/location-data and produced in documents Bates- stamped
GOOG-GLAZ-00002725 - GOOG-GLAZ-00002727, GOOG-GLAZ-00002734 - GOOG-
GLAZ-00002782, and GOOG-GLAZ-00002794 - GOOG-GLAZ-00002811), that Google collects
IP addresses.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 19
Identify the number of times that you have refused to disclose the user location data, however
collected, of any Arizonan when requested by any third party, including law enforcement.

INITIAL RESPONSE (April 17, 2019): Google objects to this Demand for Information as vague and
ambiguous, overly broad, and irrelevant to any investigation under the Arizona Consumer Fraud Act.
Subject to and without waiving its objections, Google refers the AGO to its semi-annual Transparency
Report, which provides information about the requests for user data Google receives from
government agencies, courts, and parties in civil litigation (https://transparencyreport.google.com/).

SUPPLEMENTAL RESPONSE (June 20, 2019): Google continues to object to this request,
including for the reasons stated previously. Google does not maintain the data requested on a state-
by-state basis. National data, among others, is in the Transparency Report discussed below.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 20

Identify all third-party advertising firms that you worked with to create TV, print, video, and
digital ads run or viewed in Arizona relating to Android, Google-authored apps, Google search
through a web browser, and Google Accounts. (Examples would include the T-Mobile G1 ads
run in 2008, the “be together. not the same.” ad campaign run during 2014-2016, and the Fred
Rogers ad run in 2018.) For each such advertising firm, also provide the relevant dates, the
names/titles of the advertising campaigns, and the types of ads created.

INITTIAL RESPONSE (April 17, 2019): We object to this Demand for Information as unduly broad,
overly burdensome, and irrelevant to the extent that it seeks information about advertisements that
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do not relate to the collection, use, or disclosure of user location information, which appears to be the
focus of the Attorney General’s investigation.

SUPPLEMENTAL RESPONSE (June 20, 2019): Google continues to object to this request,
including for the reasons stated previously.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google continues to object as stated
above. This item has not been the subject of any discussion between Google and the AGO to date.

Demands for Information Relating to Responses to

This Civil Investigation Demand

DEMAND FOR INFORMATION NO. 21

Identify all natural persons from whom documents were collected for possible production by
respondent in response to this Civil Investigative Demand (i.e., “custodians”) and the specific
Bates range in the production applicable to each custodian.

INITIAL RESPONSE (April 17, 2019): Google did not collect any documents from individual
custodians in order to prepare its response to this CID.

SUPPLEMENTAL RESPONSE (June 20, 2019): Documents were collected from Marlo McGriff
and David Monsees and are labeled GOOG-GLAZ-00001205 to GOOG-GLAZ-1479.

FINAL RESPONSE:
Google has collected documents from these custodians:

Kevin Berlin
Jen Chai

David Monsees
Marlo McGriff
Gregor Rothfuss
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DEMAND FOR INFORMATION NO. 22
To the best of your knowledge and belief, are you producing or otherwise making available
for examination with your response to this Civil Investigative Demand all non-privileged
documents responsive to numbers 1-21 of the Requests to Produce Documents, below, that
are in your possession, custody, or control?

INITIAL RESPONSE (April 17, 2019): Subject to the responses and the objections set forth here
and in Google’s February 28, 2019 letter, Google is producing non-privileged, responsive information.

SUPPLEMENTAL RESPONSE (June 20, 2019): As stated above, Google’s effort to comply with
the broad requests contained in the AGO’s RFPs is ongoing and includes continued production of
responsive, non-privileged materials. Google will continue to update the AGO on the status of
Google’s efforts, including when its anticipated production is complete.

FINAL RESPONSE:

As of the date of this response, Google asserts that it has completed its document production of
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating certain feedback from the AGO.

DEMAND FOR INFORMATION NO. 23

To the extent that your answer to demand 22 is not an unequivocal “yes,” are the reasons why
all non-privileged, responsive documents in your possession, custody, or control are not being
collected and produced set forth in the response to each request in accordance with the
instructions?

INITIAL RESPONSE (April 17, 2019): Google has asserted responses and objections here and in
our February 28, 2019 letter.

SUPPLEMENTAL RESPONSE (June 20, 2019): Google has provided these Supplemental
Responses as part of its continuing effort to respond to the AGO’s numerous demands for
investigative discovery. Google’s efforts are ongoing and a complete catalogue of those efforts and
their results cannot be provided at this time. Google has described above the status of its efforts, the
currently-known limitations thereon, and other information related to their status. Google will
continue to update the AGO on the status of its efforts, including when its anticipated production is
complete.

FINAL RESPONSE:

As of the date of this response, Google asserts that it has completed its document production of
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating certain feedback from the AGO.
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II. REQUESTS TO PRODUCE DOCUMENTS

REQUEST FOR PRODUCTION NO. 1

Produce all DOCUMENTS referenced, reviewed, or relied on in providing your responses to
the above demands for information in this Civil Investigative Demand. In your response
below, provide the specific bates range(s) for these documents and identify the demand(s) for
information to which each document applies.

INITIAL RESPONSE (April 17, 2019): Google is producing with its response, as Bates-stamped
GOOG-GLAZ-00000001 to GOOG-GLAZ-00000057 and GOOG-GLAZ-00000871 to GOOG-
GLAZ-00000875, copies of the following records:

https:/ /policies.google.com/privacy (DFIs Nos. 1, 11, 17)

https:/ /policies.google.com/technologies/retention (DFIs Nos. 4)
https://policies.google.com/technologies/location-data (DFIs Nos. 5, 11, 17)
https://support.google.com/transparencyreport/answer/7381738 (DFIs Nos. 19)
https://transparencyreport.google.com/user-data/overview (DFIs Nos. 19)

SUPPLEMENTAL RESPONSE (May 30, 2019): Google has produced responsive documents and
cited them in its initial response.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Based on our understanding of this
Request for Production, Google asserts that it has fully responded to it. If there are follow-up
questions regarding this response, please let us know.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO 2

Produce organizational charts or other similar documents sufficient to show the names of the
relevant present and former Google employees with responsibilities for each of the following
areas as they relate to Android, Google-authored apps, Google search through a web browser,
and Google Accounts used by consumers in Arizona. Account for the full relevant time period.

a. The user set up process for Android mobile devices after a user turns it on for the first time.
b. The collection, storage, use, deletion, and disclosure of user location data relating to
Google-authored apps running on Android and iOS mobile devices.

c. The collection, storage, use, deletion, and disclosure of user location data relating to Google
searches run on Android and iOS mobile devices.
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d. The Settings app/panel in Android and any settings that relate to the collection, storage,
use, deletion, or disclosure of any user location data.

e. Google Accounts and any settings, functions, and permissions on Google Accounts that
relate to the collection, storage, use, deletion, or disclosure of any user location data.

f. Advertising to consumers relating to Android, Google-authored apps, Google search
through a web browser, and Google Accounts.

g. Communications with users (including tutorials, help pages and videos, “how to” pages
and videos, and blog posts) relating to settings on Android, Google-authored apps, Google
search through a web browser, or Google Accounts and the collection, storage, use, deletion,
or disclosure of any user location data collected through Android mobile devices, Google-
authored apps, Google search through a web browser, and Google Accounts.

h. User privacy for Android, Google-authored apps, Google search through a web browser,
and Google Accounts relating to the collection, storage, use, deletion, or disclosure of any
user location data.

i. Google’s marketing and sales to advertisers of any and all types of location-aware
advertising products and services (including targeting ads to specific locations or interests,
local campaigns, tracking the effectiveness of online ads at driving foot traffic, and building
user profiles for ads based in part on the user’s location data).

j. Google’s communications to third-party developers relating to the collection, storage, use,
deletion, and disclosure of user location data collected by such third-party apps running on
Android.

INITIAL RESPONSE (April 17, 2019): Google objects to this request as overly broad and unduly
burdensome in seeking organizational charts for detailed functions that would not constitute one unit
or division of employees at Google. Google does not maintain, in the ordinary course of business,
organizational charts of this type, and would be forced to create extensive work product that would
not remain current once generated. Additionally, it is not clear how all of these documents being
requested for all the topics listed above are relevant to the location-related requests.

SUPPLEMENTAL RESPONSE (May 30, 2019): In the absence of more detailed guidance regarding
the AGO’s investigation, Google does not understand the relevance of this Request to the AGO’s
location-focused investigation and therefore reiterates its objection on this ground. In addition,
Google reiterates that it does not maintain organizational charts in the ordinary course of business. In
order to provide responsive information to the AGO’s investigation as we understand it, Google notes
that the person most knowledgeable about Location History is Marlo McGriff (Product Manager for
Location History) and the person most knowledgeable about Web & App Activity is David Monsees
(Product Manager for Web & App Activity).
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SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): As discussed during our last telephone
call, to answer this request Google is instead providing the following information:

Google has previously responded that the person most knowledgeable about Location History is
Matrlo McGriff (Product Manager for Location History), and the person most knowledgeable about
Web & App Activity is David Monsees (Product Manager for Web & App Activity). Google is in the
process of collecting and producing responsive, non-privileged records for which these two employees
were custodians.

Mr. McGriff reports to (Senior Director, Product Management Geo). Mr-
reports to (Vice President of Geo Product Experience). And Mr- reports to

senior management. Google reiterates that Mr. McGriff is the person most knowledgeable about
Location History.

Mr. Monsees reports to _ (Software Engineer). Mr. - reports to _

(Vice President of Engineering). And Mr. - reports to senior management. Google reiterates
that Mr. Monsees is the person most knowledgeable about Web & App Activity.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO 3

Produce a representative example of the complete user set up process in English (including
all screens seen by the user and showing all pictures, icons, text, and pop-ups visible to the
user, and all linked documents such Google’s terms of use and privacy policy) for each version
of the set up process for Android mobile devices used in Arizona during the relevant time
period.

INITIAL RESPONSE (April 17, 2019): Google is producing documents Bates-stamped GOOG-
GLAZ-00000058 to GOOG-GLAZ-00000128. Google’s response to this REFP is limited to Pixel
devices. The first Google Pixel device was released in October 2016. Google’s response to this RFP
is limited to January 1, 2017 - January 30, 2019.
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Please see the documents Bates-stamped GOOG-GLAZ-00000491 to GOOG-GLAZ-00000781, for
the Google Terms of Service and Privacy Policy in effect from January 1, 2017 - January 30, 2019.
SUPPLEMENTAL RESPONSE (May 30, 2019): Google has produced a responsive representative
example and cited it in its initial response.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google has conducted a diligent search
for and previously produced all responsive documents regarding the set up of Pixel devices.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 4

Produce documents (including screen shots or images) sufficient to show all portions of the
Settings app/panel on Android relevant to turning on or off particular settings, functions, or
permissions relating to Location, Web & App Activity, and Location History for all versions
of Android used in Arizona during the relevant time period, as well as all notifications or other
explanations provided to users when turning on or off any of the foregoing.

INITIAL RESPONSE (April 17, 2019): Google is producing documents Bates-stamped GOOG-
GLAZ-00000129 to GOOG-GLAZ-00000149. Google’s response to this RFP is limited to Pixel
devices. The first Google Pixel device was released in October 2016. Google’s response to this RFP
is limited to January 1, 2017 - January 30, 2019.

SUPPLEMENTAL RESPONSE (May 30, 2019): Google has produced responsive documents and
cited them in its initial response.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google has conducted a diligent search
for and previously produced all responsive documents regarding the relevant settings of Pixel devices.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.
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REQUEST FOR PRODUCTION NO. 5: Produce documents (including screen shots or
images) sufficient to show all portions of the Google Accounts website relevant to users in
Arizona during the relevant time period turning on or off particular settings, functions, or
permissions relating to the collection, storage, use, deletion, or disclosure of any user location
data, as well as all notifications or other explanations provided to users when turning on or

off any of the foregoing.

INITIAL RESPONSE (April 17, 2019): Google is producing documents Bates-stamped GOOG-
GLAZ-00000150 to GOOG-GLAZ-00000170. Google’s response to this RFP is limited to January
1, 2017 - January 30, 2019.

SUPPLEMENTAL RESPONSE (May 30, 2019): Google has produced responsive documents and
cited them in its initial response.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google is producing responsive
documents Bates-stamped GOOG-GLAZ-00001114 to GOOG-GLAZ-00001141.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 6

Produce all support pages relating to Location, Location Services, Web & App Activity, My
Activity, and Location History for Android mobile devices or Google Accounts used in
Arizona during the relevant time period.

INITIAL RESPONSE (April 17, 2019): Google is producing documents Bates-stamped GOOG-
GLAZ-00000171 to GOOG-GLAZ-00000427. As described in our Responses and Objections to the
CID’s Instructions, “Location” and “Location Services” can potentially refer to a broad range of
settings and features that may have no connection to Google’s products or services. For example,
devices other than the Pixel may have device settings referred to as Location or Location Services.
Google’s response to this RFP is thus limited to statements made about the Pixel device location
togele and the Pixel setting Google Location Accuracy, as well as the requested Google Account
features that control the collection of location information (i.e., Web & App Activity and Location
History) between January 1, 2017 - January 30, 2019.
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SUPPLEMENTAL RESPONSE (May 30, 2019): Google has produced responsive documents and
cited them in its initial response. Google supplements its response with new responsive Help Center
materials currently available online, Bates-stamped GOOG-GLAZ-00000876 to GOOG-GLAZ-
00000949. Google anticipates producing by June 12, 2019 further responsive Help Center materials
showing how they appeared online between January 30, 2019, and before today.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Earlier this week, Google produced
documents Bates-stamped GOOG-GLAZ-00001059 to GOOG-GLAZ-00001113. These documents
reflect additional prior versions of Google’s Help Center pages.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 7

Produce the English versions of all contracts and policies with users in Arizona (including
privacy policies and terms of service) relating to Android, Google-authored apps, Google
search through a web browser, and Google Accounts for the relevant time period.

INITIAL RESPONSE (April 17, 2019): Google is producing documents Bates-stamped GOOG-
GLAZ-00000428 to GOOG-GLAZ-00000781, the Google Terms of Service and Privacy Policy in
effect from January 1, 2017 - January 30, 2019.

SUPPLEMENTAL RESPONSE (May 30, 2019): Google has produced responsive documents and
cited them in its initial response.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google’s prior productions included its
Terms of Service and Privacy Policy in effect from January 1, 2017 - January 30, 2019. Google objects
to further production on the grounds previously stated.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 8
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Produce all contracts and policies with third-party Android app developers, and all Google
advertisements, presentations, sales communications, videos, tutorials, webpages, and blog
posts addressed to third-party app developers, relating to user location data.

INITIAL RESPONSE (April 17, 2019): Google is producing the following documents Bates-stamped
GOOG-GLAZ-00000782 to GOOG-GLAZ-00000862:

Google APIs Terms of Service

Google API Services: User Data Policy

Google Play Developer Distribution Agreement
Google Play Developer Policy Center

SUPPLEMENTAL RESPONSE (May 30, 2019): Google has produced responsive documents and
cited them in its initial response.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google’s prior productions included its
consumer-facing contracts and policies. Google objects to further production on the grounds
previously stated.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 9

Produce a representative example of each television advertisement run in a geographic area
including any part of Arizona by Google or a third-party partner of Google (such as a hardware
manufacturer, telephone carrier, or electronics retailer) during the relevant time period
relating to Android, Google-authored apps, Google search through a web browser, and
Google Accounts.

INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production to the extent
that it seeks information that is seemingly irrelevant to the Attorney General’s investigation and/or
outside of the scope of the Attorney General’s investigatory authority. Google also does not maintain
this information in the ordinary course of business as Google does not categorize the information
requested by U.S. state.
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Given the broad scope and timeframe for the request, it would help Google to respond if we
understood how (if at all) these requests relate to the location-focused requests. The request on its
face reflects an entirely separate topic.

SUPPLEMENTAL RESPONSE (May 30, 2019): In the absence of more detailed guidance regarding
the AGO’s investigation, Google does not understand the relevance of this Request to the AGO’s
location-focused investigation and therefore reiterates its objection on this ground. Subject to and
without waiving Google’s objections to this Request, since our meet-and-confer call on May 23, we
have worked to identify television advertisements that are relevant to the AGO’s investigation, as we
understand it, that ran in a geographic area including any part of Arizona between January 1, 2017 and
the present, and that are in Google’s possession, custody, and control. As of today, we have not located
television advertisements for Location History or Web & App Activity. If we locate any such
responsive materials, we will promptly produce representative examples.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. Google remains in the process of searching and
reviewing for responsive documents. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google previously conducted a search of
information regarding the Geo product area, which includes Google Maps and other geo products, to
find a representative sample of online advertisements that Google ran for the Location History, Web
& App Activity, and Google Maps products. Google previously produced these advertisements to the
AGO on June 20, 2019. Google has not located any responsive television advertisements.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 10

Produce a representative example of each print advertisement (e.g., newspaper ads, magazine
ads) run in a geographic area including any part of Arizona by or on behalf of Google during
the relevant time period relating to Android, Google-authored apps, Google search through a
web browser, and Google Accounts.

INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production to the extent
that it seeks information that is seemingly irrelevant to the Attorney General’s investigation and/or
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outside of the scope of the Attorney General’s investigatory authority. Google also does not maintain
this information in the ordinary course of business as Google does not categorize the information
requested by U.S. state.

Given the broad scope and timeframe for the request, it would help Google to respond if we
understood how (if at all) these requests relate to the location-focused requests. The request on its
face reflects an entirely separate topic.

SUPPLEMENTAL RESPONSE (May 30, 2019): In the absence of more detailed guidance regarding
the AGO’s investigation, Google does not understand the relevance of this Request to the AGO’s
location-focused investigation and therefore reiterates its objection on this ground. Subject to and
without waiving Google’s objections to this Request, since our meet-and-confer call on May 23, we
have worked to identify print advertisements that are relevant to the AGO’s investigation, as we
understand it, that ran in a geographic area including any part of Arizona between January 1, 2017 and
the present and that are in Google’s possession, custody, and control. As of today, we have not located
print advertisements for Location History or Web & App Activity. If we locate any such responsive
materials, we will promptly produce representative examples.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. Google remains in the process of searching and
reviewing for responsive documents. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google previously conducted a search of
information regarding the Geo product area, which includes Google Maps and other geo products, to
find a representative sample of online advertisements that Google ran for the Location History, Web
& App Activity, and Google Maps products. Google previously produced advertisements to the AGO
on June 20, 2019. Google did not locate any responsive traditional print media advertisements, but
did produce ads that ran online.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 11
Produce a representative example of each online advertisement (e.g., digital ads, text ads,
pop-up ads, video ads, online ads) run in a geographic area including any part of Arizona by
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Google or a third-party partner of Google (such as a hardware manufacturer, telephone
carrier, or electronics retailer) during the relevant time period relating to Android, Google-
authored apps, Google search through a web browser, and Google Accounts.

INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production to the extent
that it seeks information that is seemingly irrelevant to the Attorney General’s investigation and/or
outside of the scope of the Attorney General’s investigatory authority. Google does not maintain this
information in the ordinary course of business as Google does not categorize the information
requested by U.S. state.

SUPPLEMENTAL RESPONSE (May 30, 2019): In the absence of more detailed guidance regarding
the AGO’s investigation, Google does not understand the relevance of this Request to the AGO’s
location-focused investigation and therefore reiterates its objection on this ground. Subject to and
without waiving Google’s objections to this Request, since our meet-and-confer call on May 23, we
have worked to identify online advertisements that are relevant to the AGO’s investigation, as we
understand it, that ran in a geographic area including any part of Arizona between January 1, 2017 and
the present and that are in Google’s possession, custody, and control. As of today, we have not located
online advertisements for Location History or Web & App Activity. If we locate any such responsive
materials, we will promptly produce representative examples.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. Google is producing responsive documents Bates-
stamped GOOG-GLAZ-00001142 to GOOG-GLAZ-00001204. Google remains in the process of
searching and reviewing for responsive documents. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google previously conducted a search of
information regarding the Geo product area, which includes Google Maps and other geo products, to
find a representative sample of online advertisements that Google ran for the Location History, Web
& App Activity, and Google Maps products. Google previously produced advertisements to the AGO
on June 20, 2019. Google has not identified additional responsive records within its possession,
custody, or control.

FINAL RESPONSE:

After conducting a diligent search to respond to Requests for Production 9-11, on June 20, 2019,
Google produced advertisements related to Location History, Web & App Activity, and Google Maps.
In your letter dated January 17, 2020, you asked Google to provide the dates that the advertisements
in question were first shown to the public.

The content produced in documents Bates-stamped GOOG-GLAZ-00001142 - GOOG-GLAZ-
00001198 appeared on the Apple App Store Landing page (at
https:/ /apps.apple.com/us/app/google-maps-transit-food /id585027354) and the Google Play Store
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landing page (at
https://play.google.com/store/apps/details?id=com.google.android.apps.maps&hl=en_US),  and
was captured for production in June 2019. The product images on those pages were first made
available on the following dates:

o GOOG-GLAZ-00001142 - GOOG-GLAZ-00001143, GOOG-GILLAZ-00001180 - GOOG-
GLAZ-00001182: 07/30/2018
GOOG-GILAZ-00001162: GOOG-GLAZ-00001163,
GOOG-GILAZ-00001165: 08/26/2016
GOOG-GLAZ-00001164: Google is unable to determine the exact date the image in this
document was first made available to the public, but it believes it was around March 2016.

o GOOG-GLAZ-00001195: 07/20/2018

For the YouTube files, Google is able to provide the below information and is also producing
additional metadata in GOOG-GLAZ-00200233 - GOOG-GILAZ-00200237:

o GOOG-GLAZ-00001202: https://www.youtube.com/watch?v=7ZrW-_nKSfs (published
12/10/2018)

o GOOG-GLAZ-00001203:
https:/ /www.youtube.com/watch?v=0gfYd705cRs&feature=youtu.be&t=1h17m34s
(published 05/08/2018)

o GOOG-GLAZ-00001204: https:/ /www.youtube.com/watch?v=0Q_XPrk824Vs&t=065s
(published 12/13/2018)

For the Twitter files, Google is able to provide the following additional information:

o GOOG-GLAZ-00001199:  https://twitter.com/googlemaps/status/861661514549219330
(published 05/08/2017; collected June 2019)

o GOOG-GLAZ-00001200:  https://twitter.com/googlemaps/status/959456310197739520
(published 02/02/2018; collected June 2019)

o GOOG-GLAZ-00001201:  https://twitter.com/googlemaps/status/966776119625121792
(published 02/ 22/2018; collected June 2019)

REQUEST FOR PRODUCTION NO. 12

Produce all tutorials, “how to” videos, or product explanations created by Google or a third-
party partner of Google (such as a hardware manufacturer, telephone carrier, or electronic
retailer) relating to the collection, storage, use, deletion, or disclosure of user location data
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obtained from Android, Google-authored apps, Google search through a web browser, and
Google Accounts.

INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production to the extent
it seeks information not in the possession, custody, or control of Google. Google is producing files
Bates-stamped GOOG-GLAZ-00000863 to GOOG-GLAZ-00000870, which include a video in the
Google Privacy Policy under Your location information? And “Types of Location Information,”
https://policies.google.com/technologies/location-data.

SUPPLEMENTAL RESPONSE (May 30, 2019): Google has produced responsive materials and cited
them in its initial response. Google supplements its response with new responsive material currently
available online, Bates-stamped GOOG-GLAZ-00000950. Subject to and without waiving Google’s
objections to this Request, Google has conducted a reasonable search to identify responsive
documents and to date has not identified additional responsive records within Google’s possession,
custody, or control.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. Google remains in the process of searching and
reviewing for responsive documents. We will update you on our progress

THIRD SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google has not identified additional
responsive records within its possession, custody, or control.

FINAL RESPONSE:

In your letter dated January 17, 2020, you express surprise about the volume of Google’s production
in response to this Request. You also point to publicly-available material that you searched for and
that you allege is responsive. The Request specifically asks for content that relates to “the collection,
storage, use, deletion, or disclosure of user location data.” In the context of the AGO’s consumer-
protection investigation, Google reasonably understood this Request to be seeking tutorials for
Google users (in other words, consumers). The material you cite in your letter, however, is not such a
tutorial. It is a marketing document that describes certain ads features for Google’s advertising

customers. So, it is neither a tutorial, nor is it aimed at consumers.

Google reiterates that it has conducted a reasonable search for, and has produced, responsive material.
Complying with the breadth of the AGO’s Request, which (i) covers every single Google product and

<

service, (if) spans more than thirteen years, and (iii) defines “user location data” to include IP
addresses, which are required for all devices to be able to connect to the internet, is impossible. Google
has made a good-faith effort to provide the AGO with relevant, useful, and responsive information

by conducting a reasonable search for tutorial-like material aimed at Google consumers, and focused
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on Google Account settings, that users can use to control the collection, storage, use, deletion, or
disclosure of their location information.

REQUEST FOR PRODUCTION NO. 13

Produce all communications and other documents relating to the Associated Press article of
August 13, 2018 entitled “Google tracks your movements, like it or not,” including all
communications and other documents relating to the changes you made after that article’s
publication to your representations about the collection, storage, use, or disclosure of user
location data and about users’ ability to prevent you and third parties from doing any of those
things.

INITIAL RESPONSE (April 17, 2019): Google objects to the “all communications and other
documents” scope of this Request for Production, as it is overly broad and unduly burdensome. To
the extent this Request for Production seeks attorney-client privileged communications, Google also
objects to producing such documents as protected by the privilege. Google is willing to meet and
confer about an appropriate scope of information.

SUPPLEMENTAL RESPONSE (May 30, 2019): Subject to and without waiving Google’s objections
to this Request, Google is conducting a keyword search of the email records of relevant custodians to
identify any non-privileged responsive documents. The search and review process is underway.
Google currently anticipates that the process will be complete and any non-privileged responsive
documents will be produced on or before June 12, 2019.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google is producing documents Bates-
stamped GOOG-GLAZ-00001205 to GOOG-GLAZ-00001479. Google remains in the process of
searching and reviewing for responsive documents. We will update you on our progress.

FINAL RESPONSE:
Based on our understanding of this Request for Production, Google has no additional information
to provide related to it.

REQUEST FOR PRODUCTION NO. 14

Produce all communications and other documents relating to the New York Times article of
December 10, 2018 entitled “Your Apps Know Where You Were Last Night, and They’re Not
Keeping It Secret,” including all communications and other documents relating to the
changes you made after that article’s publication to your representations about the collection,
storage, use, or disclosure of user location data and about users’ ability to prevent you and
third parties from doing any of those things.

INITIAL RESPONSE (April 17, 2019): Google objects to the “all communications and other
documents” scope of this Request for Production, as it is overly broad and unduly burdensome. To
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the extent this Request for Production seeks attorney-client privileged communications, Google also
objects to producing such documents as protected by the privilege. Google is willing to meet and
confer about an appropriate scope of information.

SUPPLEMENTAL RESPONSE (May 30, 2019): Google continues to object to this request for the
reasons stated below and as not relevant to the AGO’s investigation of Google’s policies, practices,
and representations because the article referenced does not relate to or reference collection of location
information when the Google Account settings Web & App Activity or Location History are enabled
or disabled. Google is willing to search for responsive information if the AGO provides appropriate
guidance on what aspects of this article are relevant to its investigation.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Absent clarification from the AGO on
the relevance of this Request, Google reiterates its objections below.

FINAL RESPONSE:
Based on our understanding of this Request for Production, Google has no additional information to
provide related to it.

REQUEST FOR PRODUCTION NO. 15

Produce documents sufficient to show the amount of money Google spent on advertising in
Arizona (or, if such data is not state-specific, in the United States) relating to the Android
operating system, Android devices, Google-authored apps, Google search through a web
browser, and Google Accounts for each year during the relevant time period.

INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production to the extent
it seeks sensitive and competitive business information. Additionally, Google objects to this Request
for Production as Google does not maintain records in the ordinary course of business that categorize
the information requested by U.S. state. Relatedly, because this Request for Production seeks
information and data not connected to the state of Arizona and thus not relevant to this investigation,
Google objects to this request as falling outside the Attorney General’s authority related to this
investigation. Preparing such information also would be unduly burdensome and difficult. Finally,
Google does not understand how (if at all) this request relates to the location-focused requests as, on
its face, it reflects an entirely separate topic.

SUPPLEMENTAL RESPONSE (May 30, 2019): In the absence of more detailed guidance regarding
the AGO’s investigation, and because Google does not sell the location information of a specific
Google user, Google does not understand the relevance of this Request to the AGO’s location-
focused investigation and therefore reiterates its objection on this ground. Subject to and without
walving Google’s objections to this Request, since our meet-and-confer call on May 23, we have
worked to identify television, print, and online advertisements that are relevant to the AGO’s
investigation, as we understand it, that ran in a geographic area including any part of Arizona between
January 1, 2017 and the present and that are in Google’s possession, custody, and control. As of today,
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we have not located television, print, or online advertisements related to Location History or Web &
App Activity. If we locate any such materials, we will promptly produce information relating to the
advertising spend for those materials.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. As previously stated, Google does not maintain
such documents in the ordinary course of business. We are currently attempting to ascertain whether
this information can be determined through other means. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Sept. 4, 2019): Google does not maintain documentation
collecting or summarizing the amounts that Google spent to advertise these Google products or
services. Previous efforts to respond to this request focused on Location History or Web & App
Activity alone, but Google now is attempting to determine the amount Google spends to advertise all
these Google products and services. Because this request covers numerous Google products and
services and because Google does not maintain a single document (or even several documents)
collecting or summarizing these amounts, Google is unable to answer this request at this time. Google
is working to attempt to determine this amount. Google will keep you updated on its progress and
expected response date.

FOURTH SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google has not identified information
kept in the ordinary course of business that specifically states the amount of money Google spent on
advertising in Arizona relating to the Android operating system, Android devices, Google-authored
apps, Google search through a web browser, and Google Accounts for each year during the relevant
time period the number. In order to satisfy the Attorney General’s request for information, Google

has made an effort to estimate the marketing spend in the United States for the following Google
Mobile Setvices and Android:
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FINAL RESPONSE:

Your January 17, 2020 letter asked Google to supplement this response by including all Android
devices for which Google has information in its possession, custody, or control. Google is able to
additionally provide its marketing spend for Pixel mobile devices, but Google is not able to break
down the data by device.

Your January 17, 2020 letter also asked Google to answer the following questions:

1. Which Google employees were involved in collecting or compiling this data? Please also identify
their titles.

o , Finance Manager

° , Financial Analyst
2. Please explain where Google’s figures are derived from. For example, from which documents,
repositories or other systems was this data collected?

Google queried its Oracle Hyperion financial database.

3. Google stated that the figures it provided were estimates. Please explain how Google arrived at
these estimates from the raw data.

For certain products, like Duo, Google’s marketing spend was combined with other communications
products, so Google had to ask one of its financial data analysts to split the Duo marketing spend.
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REQUEST FOR PRODUCTION NO. 16
Produce documents sufficient to show the number of users of the Android operating system
in Arizona during the relevant time period.

INITIAL RESPONSE (Aprl 17, 2019): In the ordinary course of its business, Google does not
determine, or maintain any document stating, the number of users of the Android OS in Arizona.
Further, Google objects to this Request for Production to the extent it seeks mnformation regarding
third-party Android devices, which is not under its possession, custody, or control.

SUPPLEMENTAL RESPONSE (May 30, 2019): Subject to and without waiving Google’s objections
to this Request, Google reiterates that it does not currently maintain an existing document stating the
information sought by this Request. It 1s nonetheless in the process of trying to determine what, if
any, information can be compiled to provide a substantive response to this Request and will further
supplement this response as soon as possible.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its imitial relevancy
objection and reasserts the other objections made. As previously stated, Google does not maintain
such documents in the ordinary course of business. We are currently attempting to ascertain whether
this information can be determined through other means. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Sept. 4, 2019): Google does not maintain an existing
document stating the information sought by this Request. Google remains in the process of
determining whether it can provide other information responsive to this request.

FOURTH SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google has not identified information
kept in the ordinary course of business that specifically states the number of users of the Android
operating system in Arizona during the relevant time period. Android is an open source software that
can be used by anyone without a license. In order to satisfy the Attorney General’s request for
mformation, Google has made an effort to estimate the number of users of an Android operating
system based on limited nationwide data available for device activations of Google-licensed Android
mobile devices. Google estimates the number of Android devices in Arizona at:

e 2016 -

e 2017 -

e 2018

® 2019 (January - July) - -
FINAL RESPONSE:

Your January 17, 2020 letter asked Google to answer the following questions:

1. Which Google employees were mnvolved in collecting or compiling this data’ Please also identify
their titles.
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Other than legal counsel, Google employees involved were:

- Staff Privacy Engineer
- Staff Business Analyst

- Principal Privacy Engineer

2. Please explain where Google’s figures are derived from. For example, from which documents,
repositories or other systems was this data collected?

In order to provide these estimates, Google had to query its Android Device Configuration Service
database, which contains data related to Android device activation.

3. Google stated that the figures it provided were estimates. Please explain how Google arrived at
these estimates from the raw data.

As we explained in our previous response dated December 31, 2019, Google has made an effort to
estimate the number of users of an Android operating system based on limited nationwide data
available for device activations of Google-licensed Android mobile devices. For the limited time
period for which Google had this data, Google estimated Arizona numbers by counting activations
with zipcodes inferred to be between 85001 and 86999.

REQUEST FOR PRODUCTION NO. 17

Produce documents sufficient to show the number of users of a Google Account, Google-
authored app, or Google search through a web browser in Arizona during the relevant time
period.

INITIAL RESPONSE (April 17, 2019): In the ordinary course of its business, Google does not
determine, or maintain any document stating, the number of users of a Google Account, Google-
authored app, or Google search through a web browser in Arizona. In addition, Google objects to
this Request for Production to the extent it seeks information which is not under its possession,
custody, or control.

SUPPLEMENTAL RESPONSE (May 30, 2019): Subject to and without waiving Google’s objections
to this Request, Google reiterates that it does not currently maintain an existing document stating the
information sought by this Request. It is nonetheless in the process of trying to determine what, if
any, information can be compiled to provide a substantive response to this Request and will further
supplement this response as soon as possible.
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SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. As previously stated, Google does not maintain
such documents in the ordinary course of business. We are currently attempting to ascertain whether
this information can be determined through other means. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Sept. 4, 2019): Google does not maintain an existing
document stating the information sought by this Request. Google remains in the process of
determining whether it can provide other information responsive to this request.

FOURTH SUPPLEMENTAL RESPONSE (Jan. 17, 2020): As we stated previously, Google does
not maintain an existing document stating the information sought by this Request. Google undertook
a reasonable effort to compile responsive data for this request. Based on available Google Account
data, Google is providing monthly numbers (excluding prepay and terms customers) of purchases for
the time period of Jan 2017 to November 2019, where the billing address of the form of payment
used was associated with an Arizona zip code.”

2 These numbers do not necessarily represent unique account holders across months and years.
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FINAL RESPONSE:
Google responded to this request on January 17, 2020. Based on our understanding of this Request

for Production, Google has no additional information to provide related to it.

REQUEST FOR PRODUCTION NO. 18

Produce documents sufficient to show the number of users for whom any location information
was collected or stored as a result of the user’s use of an Android mobile device, Google
Account, Google-authored app, or Google search through a web browser, and for which the
user was based in Arizona at any point during the relevant time period.
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INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production as Google
does not maintain this information in the ordinary course of business categorized by U.S. state. In
addition, Google objects to this Request for Production to the extent it seeks information regarding
third-party Android devices, which is not under its possession, custody, or control.

SUPPLEMENTAL RESPONSE (May 30, 2019): Subject to and without waiving Google’s objections
to this Request, Google reiterates that it does not currently maintain an existing document stating the
information sought by this Request. It is nonetheless in the process of trying to determine what, if
any, information can be compiled to provide a substantive response to this Request and will further
supplement this response as soon as possible.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. As previously stated, Google does not maintain
such documents in the ordinary course of business. We are currently attempting to ascertain whether
this information can be determined through other means. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Sept. 4, 2019): As Google explains in its Privacy Policy
(available at https://policies.google.com/privacy), in additional disclosures on the page titled How
Google Uses Location Information (available at https://policies.google.com/technologies/ location-
data and produced in documents Bates-stamped GOOG-GLAZ-00002725 - GOOG-GLAZ-
00002727, GOOG-GLAZ-00002734 - GOOG-GLAZ-00002782, and GOOG-GLAZ-00002794 -
GOOG-GLAZ-00002811), Google collects IP addresses. Every device connected to the Internet is
assigned an IP address and these numbers are usually assigned in geographic blocks. Thus, an IP
address can often be used to identify the location from which a device is connecting to the Internet.

FINAL RESPONSE:

As Google previously stated, Google collects IP addresses, which the AGO included in its definition
of “User Location Data.” See, e.g., First Civil Investigative Demand, pg. 6 (““User location data’ means
any data from which a user’s location can be determined, including but not limited to location
information collected through device sensors, GPS, Wi-Fi, Bluetooth, cell towers, and IP addresses.*).
Google explains in its Privacy Policy (available at https://policies.google.com/privacy) and in
additional disclosures on the page titled How Google Uses Location Information (available at
https://policies.google.com/technologies/location-data and produced in documents Bates-stamped
GOOG-GLAZ-00002725 - GOOG-GLAZ-00002727, GOOG-GLAZ-00002734 - GOOG-
GLAZ-00002782, and GOOG-GLAZ-00002794 - GOOG-GLAZ-00002811), that Google collects
IP addresses.

Google has previously produced a number of other responsive documents including but not
limited to:
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o GOOG-GLAZ-00080897 - GOOG-GLAZ-00080951: “Growth Opportunities for
Location.”

REQUEST FOR PRODUCTION NO. 19

Produce documents sufficient to show the revenue Google received from the use by
consumers of Android mobile devices in Arizona, including revenue from advertisements
displayed to users of Android devices in Arizona during the relevant time period.

INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production to the extent
it seeks sensitive and competitive business information. Google also objects to this Request for
Production as Google does not maintain this information in the ordinary course of business
categorized by U.S. state. Preparing such information would be burdensome and difficult. In addition,
Google objects to this Request as seeking information irrelevant to this investigation.

SUPPLEMENTAL RESPONSE (May 30, 2019): Google reasserts its initial relevancy objection, and
reasserts the other objections made below. Google understands the AGO’s investigation relates to the
collection and use of location information, and specifically, via the Google Account settings Location
History and Web & App Activity. Google does not understand, and the AGO has not provided any
guidance, regarding any nexus of revenue from Android mobile devices and location information.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. As previously stated, Google does not maintain
such documents in the ordinary course of business. We are currently attempting to ascertain whether
this information can be determined through other means. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Sept. 4, 2019): Google is producing documents Bates-
stamped GOOG-GLAZ-00001544 to GOOG-GLAZ-00002105. Google does not maintain
documents showing revenue received from Android mobile devices in Arizona, including revenue
from advertisements displayed to users of Android devices in Arizona. Google therefore is producing
financial statements from 2014 to 2018 that show revenue from all Google products and services,
including for Android mobile devices and from advertising. These financial statements identify total
revenues as follows: $65,674,000,000 in 2014, $75,544,000,000 in 2015, $89,984,000,000 in 2016,
$110,378,000,000 in 2017, and $136,224,000,000 in 2018. In addition, Google remains in the process
of determining whether it can provide other information responsive to this request.

FOURTH SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google has not identified documents
maintained in the ordinary course of business that reflect revenue on a state level. In order to satisfy
the Attorney General’s request for information, Google has made an effort to estimate revenue for
Arizona relating to mobile devices using Android OS by using nationwide data for Search Ads shown

on Google.com for the period of January 1, 2014 - June 30, 2019. That estimate is _
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FINAL RESPONSE:
In your letter dated January 17, 2020, you asked Google to answer the following:

1. Which Google employees were involved in collecting or compiling this data? Please also identify
their titles.

° - - Revenue Quantitative Analytics Manager

2. Please explain where Google’s figures are derived from. For example, from which documents,
repositories or other systems was this data collected?

3. What does “Search Ads shown on Google.com” mean? For example, does it include only those ads
shown on searches done via Google.com? Does it include searches via other points of entry? Does it
include searches done on mobile, desktop, and tablet?

“Search Ads shown on Google.com” are ads that appear on the Google Search Results page on
Google.com. This Request for Production asked about Android mobile devices, so Google limited its

response to Android mobile devices.

4. Please provide a breakdown of the estimate by year since 2014.

REQUEST FOR PRODUCTION NO. 20
Produce documents sufficient to show the revenue Google received from the use by
consumers of Google Accounts and of Google-authored apps or Google websites on iOS
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devices in Arizona, including revenue from advertisements displayed to such users when
using iOS devices during the relevant time period.

INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production as Google
does not maintain this information in the ordinary course of business categorized by U.S. state.
Preparing such information would be burdensome and difficult. Additionally, Google objects to this
Request as seeking information irrelevant to this investigation.

SUPPLEMENTAL RESPONSE (May 30, 2019): Google reasserts its initial relevancy objection, and
reasserts the other objections made below. Google understands the AGO’s investigation relates to the
collection and use of location information, and specifically, via the Google Account settings Location
History and Web & App Activity. Google does not understand, and the AGO has not provided any
guidance, regarding any nexus of revenue from apps and websites, and location information.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial relevancy
objection and reasserts the other objections made. As previously stated, Google does not maintain
such documents in the ordinary course of business. We are currently attempting to ascertain whether
this information can be determined through other means. We will update you on our progress.

THIRD SUPPLEMENTAL RESPONSE (Sept. 4, 2019): Google is producing documents Bates-
stamped GOOG-GLAZ-00001544 to GOOG-GLAZ-00002105. Google does not maintain
documents showing revenue received from the use by consumers of Google Accounts and of Google-
authored apps or Google websites on iOS devices in Arizona, including revenue from advertisements
displayed to such users when using iOS devices. Google therefore is producing financial statements
from 2014 to 2018 that show revenue from all Google products and services, including for Google
Accounts, Google-authored apps, Google websites on 1OS devices, and revenue from advertisements
displayed to such users. These financial statements identify total revenues as follows: $65,674,000,000
in 2014, $75,544,000,000 in 2015, $89,984,000,000 in 2016, $110,378,000,000 in 2017, and
$136,224,000,000 in 2018. In addition, Google remains in the process of determining whether it can
provide other information responsive to this request.

FOURTH SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google has not identified documents
maintained in the ordinary course of business that reflect revenue on a state level. In order to satisfy
the Attorney General’s request for information Google has made an effort to estimate revenue for
Arizona relating to mobile devices using iOS by using nationwide data for Search Ads shown on
Google.com for the period of January 1, 2014 - June 30, 2019. That estimate is

FINAL RESPONSE:
In your letter dated January 17, 2020, you asked Google to answer the following:
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1. Which Google employees were involved in collecting or compiling this data? Please also identify
their titles.

° - - Revenue Quantitative Analytics Manager

2. Please explain where Google’s figures are derived from. For example, from which documents,
repositories or other systems was this data collected?

3. What does “Search Ads shown on Google.com” mean? For example, does it include only those ads
shown on searches done via Google.com? Does it include searches via other points of entry? Does it
include searches done on mobile, desktop, and tablet?

“Search Ads shown on Google.com” are ads that appear on the Google Search Results page on
Google.com. The numbers provided in this response are for Apple mobile devices (1OS devices).

4. Please provide a breakdown of the estimate by year since 2014.

REQUEST FOR PRODUCTION NO. 21

Produce all complaints or inquiries you have received from users in Arizona about your
collection, storage, use, or disclosure of user location data or about users’ ability to prevent
you from doing any of those things and all of your responses regarding the same.

INITIAL RESPONSE (April 17, 2019): Google objects to this Request for Production because the
word “location” is a general and widely-used term that will not meaningfully identify specifically
relevant documents. Additionally, Google objects to this Request for Production as Google does not
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maintain this information in the ordinary course of business categorized by U.S. state. As a
consequence, locating such information would be unduly burdensome. Google is willing to meet and
confer about an appropriate scope of, and response to, this Request.

SUPPLEMENTAL RESPONSE (May 30, 2019): Subject to and without waiving Google’s objections
to this Request, Google is conducting a keyword search of its system for storing communications
from users. The search and review process is underway, and Google is working to produce these as
soon as possible.

SECOND SUPPLEMENTAL RESPONSE (June 20, 2019): Google remains in the process of
searching and reviewing for responsive documents. We will supplement this response when we can,
and we anticipate doing so by June 28, 2019.

FINAL RESPONSE:

On June 27, 2019, Google produced responsive information found after a diligent search in
documents Bates-stamped GOOG-GLAZ-00001480 - GOOG-GLAZ-00001507. Based on that
search, Google has produced responsive documents and has not identified further responsive
documents.
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GOOGLE’S RESPONSES TO AGO’S SECOND CID

I. DEMANDS FOR INFORMATION

DEMAND FOR INFORMATION NO. 1

To the best of your knowledge and belief, are you producing or otherwise making available
for examination with your response to this Civil Investigative Demand all non-privileged
documents responsive to numbers 1-2 of the Requests to Produce Documents, below, that
are in your possession, custody, or control?

FINAL RESPONSE:
As further described below, yes, to the best of Google’s knowledge and belief, it produced all non-
privileged and responsive documents.

Regarding Request for Production No. 1, on June 20, 2019, Google produced documents Bates-
stamped GOOG-GLAZ-00000951 to GOOG-GLAZ-00001058, containing the written testimony
and responses to Questions for the Record submitted by its CEO Sundar Pichai and Chief Privacy
Ofﬁcer_ including all exhibits and attachments thereto. Google confirms that no other
non-privileged materials within the scope described above were submitted to Congress in connection
with the hearings on September 26, 2018, and December 11, 2018.

Regarding Request for Production No. 2, in its June 20, 2019 response, Google objected, stating that
the documents selected by counsel and reviewed by Mr. Pichai and Mr- in preparation for
their testimonies are protected by attorney-client privilege and/or the work-product doctrine and, on
these grounds, Google did not produce documents responsive to the request.

DEMAND FOR INFORMATION NO. 2

To the extent that your answer to demand 1 is not an unequivocal “yes,” are the reasons why
all non-privileged, responsive documents in your possession, custody, or control are not being
collected and produced set forth in the response to each request in accordance with the
instructions?

FINAL RESPONSE:
Please see Google’s response to Demand for Information No. 1. Based on our understanding of this
Request for Production, Google has no additional information to provide related to it.
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II. REQUESTS TO PRODUCE DOCUMENTS

REQUEST FOR PRODUCTION NO. 1

Produce all documents relating to consumer location tracking or location-data collection,
storage, or dissemination by Google or by third-parties that were shared with Congress, any
house of Congress, any committee or subcommittee of Congress, any senator or member of
Congress, or any congressional staff before or after the Senate Commerce, Science, and
Transportation Committee hearing on September 26, 2018 or the House Judiciary Committee
hearing on December 11, 2018. This includes but is not limited to any such documents
provided, shown, read, referenced, or summarized, in whole or in part, to any senators or
members of Congress or staff on Google’s own initiative or in response to any formal or
informal request; the written testimony submitted by CEO Sundar Pichai and Chief Privacy
Officer _ including all exhibits and attachments thereto; and the written
responses to committee members’ or staff’s questions submitted before or after the hearings,
including all exhibits and attachments thereto.

INITIAL RESPONSE (May 30, 2019): Google objects to this Request for Production because the
hearings held before the Senate Commerce, Science, and Transportation Committee on September
26, 2018, and the House Judiciary Committee on December 11, 2018, did not focus on consumer
location tracking or location-data collection, storage, or dissemination by Google or by third parties.

Subject to and without waiving its objections, Google is producing, Bates-stamped as GOOG-GLAZ-
00000951 to GOOG-GLAZ-00001058, the written testimony and responses to Questions for the
Record submitted by its CEO Sundar Pichai and Chief Privacy Officer i including all
exhibits and attachments thereto. We are in the process of confirming that no other non-confidential
materials within the scope described above were submitted to Congress in connection with the
hearings on September 26, 2018, and December 11, 2018.

SUPPLEMENTAL RESPONSE (June 20, 2019): Google has conducted a diligent search for and
previously produced all responsive documents regarding this Request for Production.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 2

Produce all documents relating to consumer location tracking or location-data collection,
storage, or dissemination by Google or by third-parties that were referenced, reviewed, or
relied on in preparing for or providing Google Chief Privacy Ofﬁcer_’s testimony
before the Senate Commerce, Science, and Transportation Committee hearing on September
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26, 2018 or Google CEO Sundar Pichai’s testimony before the House Judiciary Committee
hearing on December 11, 2018.

INITIAL RESPONSE (May 30, 2019): Google objects to this Request for Production on the grounds
that the documents selected by counsel and reviewed by Mr. Pichai and Mr. - in preparation
for their testimonies are protected by attorney-client privilege and/or the work-product doctrine and,
on these grounds, will not produce documents responsive to this request. See State ex rel. Corbin v.
Ybarra, 161 Ariz. 188,192 (1989) (citing with approval United States v. Noble, 422 U.S. 225, 238 (19785)),
which recognized that “societal interests were far better served when attorneys have the opportunity
for ‘thorough preparation and presentation of each side of the case™); see also 1 Testimonial Privileges
§ 2.5 (3d ed. 2017) (“Most courts recognize that when an attorney exercises professional skill in
compiling selected documents while preparing the client’s case, the documents (as compiled) reflect
the attorney’s mental impressions and should be afforded work product protection.”).

SUPPLEMENTAL RESPONSE (June 20, 2019): Google reasserts its initial objections made below.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.
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GOOGLE’S RESPONSES TO AGO’S THIRD CID

I. DEMANDS FOR INFORMATION

DEMAND FOR INFORMATION NO. 1

Describe the path that User Location Data takes, beginning with the initial collection by
device sensors (i.e., “below” the stack (7/11/19 McGriff EUO Rough Trt. at 81:13-83:23)), and
ending with storage in Sensor Vault, and identify all instances where the location data is
“stored” by Google in any form. Identify documents sufficient to confirm the information
provided in your response.

INITIAL RESPONSE (Sept. 4, 2019): As Google has described in prior written responses, for a user
who enables Location History, a distinct and opt-in Google Account setting, the user has asked
Google to save a private map of where the user goes with his or her signed-in devices. As requested,
Google’s response to this Request focuses on the path of data stored in Sensorvault when a user
enables Location History.

This response describes an example of a data path to illustrate as a general matter the way collection,
transmission, and storage can occur. This example is therefore not intended as a comprehensive
description of every possible path that data could take on a device to Sensorvault. Providing that
detailed of a response is not possible given the variety of combinations of device settings and user
choices about settings. If the AGO has other examples about which it is interested, Google is willing
to meet and confer about providing further information.

1. A signed-in Google Account user has an Android 8 mobile phone, in an office that has Wi-
Fi. The user has enabled Location History, the Account-level setting, and is allowing this
device to report to Location History.” The user also has enabled the device’s Location Master
toggle.

2. The user also has Google Location Services (GLS) on, and seeks to conserve her battery by
choosing Battery Saving mode. In that mode, the mobile device may use -to help estimate
the device’s location based on- or mobile network information. The phone scans for Wi-

3 As Google explained in previous responses, users can opt any device out of reporting to Location
History.
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Fi access points. calculates a location based on the raw data, including for example,

information from
The

-. could also use a

inputs, to determine a ‘best guess’ as to a device’s current location.

, to estimate the device’s current location.”

can provide estimated location received from

(where available), in combination with GLS

The collection of the available location data from the device to Location History happens via

_ - collects information from the device sensors and the

scans, as well as the location calculated by

If the user has not enabled Location History, is not retrieving any user-specific location
information for storage. - collects this data via an _ in the operating system
I

The user’s location information is stored in Sensorvault (previously known as Placevault). The
data stored in Sensorvault is not available to third parties. The user can enable Google
Location Sharing, which shares the user’s location, based on information calculated and
available from their Location History, with any person who the user herself designates.

Location History data is stored with these major repositories:

1.

Sensorvault (previously Placevault): the history of lat/long locations and associated sensots
with users that opted in to Location History.

Semantic database: this is a layer of semantic inference data on top of the raw Sensorvault
data. This simply means that the data has been given a semantic description, such as
“McDonald’s” for a place, or “driving on (example road)” for activity segments. This makes
locations more user-friendly and understandable than geo coordinates, for example.

3. _: this is the database that stores the information that allows Google

to provide advertisers with aggregate number of store visit conversions, as Google described
in response to Demand for Information No. 5 in its First CID Response dated April 17, 2019.

Internal Google product teams can seek permission to access the data described above, and depending

on the use of the data, may access and/or store location information. Any team that needs to store

the Location History tied to an individual user is required to respect user deletion choices.

* Google Location Services stores a short-term record of the device’s query for its location; this record
is not associated with the uset's Google Account.
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FINAL RESPONSE:
Your January 17 Letter asks Google to supplement its previous responses by describing additional

paths user location information takes. Specifically, you ask about the following scenarios:

1. Location History on, Location Reporting on, -/ GLA on, battery saver mode off

In order to answer this question, Google 1s making the following assumptions: (1) the device is munning
on Android 8, (i) the device’s Location Master toggle is enabled, (w) ¢ /GLA on” and “Battery
saver mode off”” means the device is in High Accuracy mode, and (iv) the user 1s signed into their Google
Account on the device. As the documents Google produced in response to Request for Production 4
of the First CID (e.g.,, GOOG-GLAZ-00000131) show, when had vanious modes, users could
select High Accuracy, Battery Saving, or Device only mode. The disclosure to users explained that Google
would improve location accuracy only when users selected High Accuracy or Battery saving mode. In
those modes, the device might use, for example, Wi-F1 and mobile network mnformation to calculate
location. In Device only mode, the device only calculated location based on GPS.

2. Location History on, Location Reporting on, - /GLA off, battery saver mode on

As explaned above, the documents produced in response to RFP 4 of the First CID (e.g.,, GOOG-
GLAZ-00000131) show that when had various modes, users could select High Accuracy, Battery
Saving, or Device only mode. The disclosure to users explained that Google would improve location
accuracy only when users selected High Accuracy or Battery saving mode. In those modes, the device
mught use, for example, Wi-Fi and mobile network information to calculate location. In Device only
mode, the device only calculated location based on GPS.

Google thus understands this question to be asking about a situation where (1) the device is running
on Android 8, (1) the device’s Location Master toggle 1s enabled, (i1) Battery saving mode 1s enabled,
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and (1v) the user is signed in to their Google Account on the device. This is the same scenario that
Google described 1n 1ts September 4, 2019 response.

3. Location History on, Location Reporting on, - /GLA off, battery saver mode off

As explained above, the documents produced in response to Request for Production 4 of the First
CID (e.g.,, GOOG-GLAZ-00000131) show that \Vhen- had various modes, users could select
High Accuracy, Battery Saving, or Device only mode. The disclosure to users explained that Google would
improve location accuracy only when users selected High Accuracy or Battery saving mode. In those
modes, the device might use, for example, Wi-Fi1 and mobile network information to calculate location.
In Device only mode, the device only calculated location based on GPS.

Google thus understands this question to be asking about a situation where (1) the device is running
on Android 8, (u1) the device’s Location Master toggle 1s enabled, (1) ‘-/ GLA off” and “Battery
saver mode off”” means Device only mode 1s on (where the phone only uses GPS to determine location
and- 1s not improving location accuracy), and (iv) the user is signed into their Google Account on
the device.

2. The user’s location information 1s stored in Sensorvault (previously known as Placevault). The
data stored in Sensorvault i1s not available to third parties. The user can enable Google
Location Sharing, which shares the user’s location, based on information calculated and
available from their Location History, with any person who the user herself designates.

DEMAND FOR INFORMATION NO. 2
Identify all clients, groups, teams or people, internal or external to Google, that have direct
access to Location History location data.

INITIAL RESPONSE (Sept. 4, 2019): Access to the Location History data stored in a user’s account
1s limited to mnternal Google services and products. No parties external to Google have direct access
to a user’s Location History data.

Any Google teams’ access to Location History data 1s subject to review and compliance with usage
policies. To be considered for permission to access Location History data, the team must submit a
detailed request that includes information about the Prvacy Working Group they work with, their
Privacy Design Documents (which are prvileged documents created to seek the advice of counsel
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advising on the product), and their relevant launch report documentation. The team also must identify
their product counsel contact. Additionally, Google requires that the requester seeking access to the
data for a specific team and use have a certain level of seniority.

The groups of Google teams that can and do seek approval to access Location History data in
Sensorvault are listed below in response to Demand for Information No. 5.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 3
Identify all clients, groups, teams, servers or other subdivisions at Google where User
Location Data in any form (whether or not aggregated or anonymized) is stored.

INITIAL RESPONSE (Sept. 4, 2019): Google objects to this request as overly broad and unduly
burdensome. Specifically, the term “User Location Data” is overly broad and not within a reasonable
definition. As an initial matter, defining “User Location Data” as “data from which a user’s location
can be determined” suggests that even extremely coarse location information (e.g., country level)
could conceivably be included in the definition. Furthermore, including IP address within that
definition, when an IP address is needed for any device to connect to and function on the internet,
renders this defined term even more unwieldy. Especially when combined with an all inclusive request
like this Demand for Information, such a vague term renders the demand prohibitively burdensome.

Notwithstanding this objection, Google provides the following information in an effort to be
responsive to this request:

Google previously provided written responses to the First Civil Investigative Demand (“First CID”)
that described Google Account level location settings.

There are three major repositories that store Location History data: Sensorvault, a semantic database,

and_ These repositories are described in further detail in response to Demand

for Information No. 1. Sensorvault stores the location information that a user can share with a third
party when the user enables Location Sharing.

The repository that stores users’ Web & App Activity data is called Footprints.
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Location data that Google saves from the Usage & Diagnostics setting is stored in Footprints and in
corresponding internal logging platforms. It is associated with a user’s account for users that have
Web & App Activity enabled, as Google explained in response to the First CID. When Usage &
Diagnostics data is not associated with a Google user’s account because the user does not have the
additional Web & App Activity setting (the sub-setting to “Include Chrome history and activity from
sites, apps, and devices that use Google services”) enabled, the data is not associated with a user’s
Account in Footprints and also is stored in Google’s internal logging platforms. Both systems have
access controls for teams that log and read data from these repositories.

Other Google products and services may receive and store a user’s location information, e.g., IP
addresses, when a user interacts directly with the product or service from a mobile device. For
example, Google’s - team receives and temporarily stores location information when users
interact with Google Maps. That team assists in providing geolocation information that enables
Google Maps to respond to the user’s query to the app. IP address information is needed to operate
and offer Google services, and is used for legal compliance and other product operations.

With regard to the request’s reference for information about aggregated and/or anonymized location
information, Google needs a more detailed understanding of what types of information to which the
AGO is referring. Google is willing to meet and confer to determine whether additional information
about Google teams’ storage of information can be provided.’

FINAL RESPONSE:

In Google’s February 28, 2019 letter to the AGO and in its first response to the First CID, Google
objected to requests to the extent that they were overly broad and unduly burdensome in defining a
Relevant Time Period of more than 10 years—]January 1, 2007 - present—across such a broad range
of products and services. Google explained that in the absence of appropriate limitations, the scope
was not manageable and made it difficult for Google to provide useful information in a timely and
efficient manner. Subject to and without waiving those objections, Google provided detailed and
substantive narrative responses and produced documents.

Specifically, Google’s September 4, 2019 response described where location information is stored for
Location History, Web & App Activity, and Usage & Diagnostics. Google also explained that other

® Google also reiterates its objection to this Demand, and others that reference “aggregated” or
“anonymized” data, that such data not associated with a specific uset’s account is not a proper subject
of the Attorney General’s investigation under the Arizona Consumer Fraud Act.
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products and services may receive and store a user’s location information, and mentioned -as

an example.

In addition, as explained above in response to Demand for Information No. 4 of the First CID,
Google also produced multiple informative documents on the topic of the storage of location
information.

Furthermore, the AGO’s Fourth CID asks about 18 additional potential data stores, which Google is
in the process of responding to.

Your January 17 letter also asked Google to confirm whether the semantic database is known or
referred to by any other name. It is also referred to a-

Finally, your January 17 letter asked Google to identify where the following information is stored:

e information that is tied to a rotating device ID (see, e.g., Chai EUO Tr. page 98)

® [Location History data that is used in an “anonymized and aggregated manner” for ads
purposes (as described by Google in its response to CID 3, DFI 4)

® anonymized use of Web & App Activity location data (as described by Google in response to
CID 3, DFI 8)

For information tied to a rotating device 1D, this information is not stored, collectively, in a specific
location. Rather, information is stored in the datastore that is specific to the relevant Google product.

For anonymized, aggregated Location History information used for ads (as described by Google in its
Response to CID 3, DFI 4), this information is stored in the_ repository. For
more information about this repository, please refer to Google’s Response to Demand for
Information No. 1 of the Third CID.

For anonymized Web & App Activity location information (as described by Google in response to
CID 3, DFI 8), this coarsened location information is stored in purpose-specific anonymous logs that
are grouped by the relevant purpose, such as ads or search quality.

DEMAND FOR INFORMATION NO. 4
Identify all clients, groups, teams or people, internal or external to Google, that use Location
History location data.
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INITIAL RESPONSE (Sept. 4, 2019): As we explain in response to Demand for Information No. 2,
no parties external to Google have access to or use Location History information that indicates any
individual user’s location. Each team that has direct access to Location History location data, as
explained in response to Demand for Information No. 2, has a process to seek approval and get access
to Location History data and is able to use the data for their product or feature implementation in
accordance with their user data access request and Google’s policies. It is not possible for Google to
explain each and every use case, but in response to Demand for Information No. 5, Google has
provided examples of how each team that has access to the data uses it.

As Google explained in its previous responses to the First CID, Google also uses Location History
data in an anonymized and aggregated manner, for users that choose to opt-in to the product, to help
advertisers measure how often an online ad campaign helps drive traffic to physical stores or
properties. Google does not share any individually identifying Location History information with
advertisers. Store visit data cannot be tied to individual ad clicks, viewable impressions, or people.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 5
Identify all approved uses of Location History location data. (See 7/11/19 McGriff EUO
Rough Tr. at 231:10-22).

INITIAL RESPONSE (Sept. 4, 2019): Google provides below teams that had approved uses for
Location History information, along with representative examples of each team’s use case. It is not
practical for Google to identify in a static answer all approved uses given the evolving nature of the
work of product teams, which is the reason that Google’s Privacy Policy and product-related pages
describe broadly the ways in which Google uses data. As we explain in response to Demand for
Information No. 1, all teams accessing Location History data must seek approval and must use the
data in accordance with Google’s policies regarding data access and Google’s Privacy Policy.

Ads - please see response to Demand for Information No. 4
Android - to inform the Find My Device feature, which gives users the last known location of
their Android device
Assistant - to recommend places of interest to users when they are traveling
e Contacts - to display the user’s last known location to an emergency contact
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e Family Link - to allow parents to control the location settings for their children’s linked
accounts

® Geo - to evaluate the quality of location descriptions, Google sends users a description of a

place instead of an address to see which they prefer

Google Mobile Services - to analyze the feasibility of on-device data processing

Google Account / UDC - to display the uset’s Location History state in their Google Account

Google Bulletin - to give users their semantic location so they can add it to their local stories

Google Consumer Surveys - to show Google users surveys about a location in order to

improve semantic understanding

® Google Corporate Internal - to locate Google employees’ corporate devices during an
emergency

® Google Fit - to explore providing users with bonus points for passive exercise, such as walking

from their desk to the subway, without the user needing to manually commence a workout

Google Home - to help users set up their Google home

Google Keep - to provide users reminders based on their addresses

Google Merchant Center - to assist businesses claiming their business listing

Google Opinion Rewards - to facilitate an opt-in rewards program whereby users share their

store visit information in exchange for rewards

® Google Pay - to remind users who have Google Pay if they are in a location where they can
use that payment method

® Google Shopping Express - to load user’s home and work address as choices for their delivery

address

IPGeo - to map IP addresses to certain geographic blocks

Legal - to respond to law enforcement requests

Location History Semantic Layer - to provide users with semantic location information

Location Sharing - to allow the user to share their location with selected third parties

Maps - to provide recommendations based on the user’s locations visited

Marketing - uses aggregated data for performance measurement analyses

Next Billion Users - to explore using aggregated data to conduct analysis for Payments
products

Payments - to autocomplete address in payments form
® Photos - to add locations to photos to be used as a search criteria
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® DPlaces API - to provide users who have enabled Location History with an infetred home/work
location for use in other Google applications

Privacy Checkup - to show the state of Location History to users running Privacy Checkup
Privacy - to verify that user consent controls are working as intended

Project Fi - to help find and eliminate gaps in Project Fi’s cellular connectivity coverage
Search - to provide more personalized and localized search results

Takeout - to enable users to download their Google data

Timeline - to allow users to view and manage their Location History

Trip Finder - to provide better suggestions for transit departures and arrival points

YouTube - to provide users recommendations of local artists

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 6

Describe the path that Web & App Activity location data takes, beginning with the initial
collection by device sensors, and ending with the location data’s storage in Web & App
Activity. (See 7/12/19 Monsees EUO Rough Tr. at 208:19-210:18).

INITIAL RESPONSE (Sept. 4, 2019): As Google has described in prior written responses, for users
who enable Web & App Activity, Google saves the user’s activity (e.g., search queries) on Google
products and services in the user’s Google Account.

The location that is associated with the user’s activity on Google products and services is obtained
from the device’s location services Application Programming Interfaces (API). The device can derive
location from sensor data and information about things near a user’s device, such as Wi-Fi access
points and cell towers, and is provided to the Google products and services via APIs.

If location information is not available from device sensors or otherwise is not part of the user’s action
(e.g., the user has disabled their device-level location setting), the Web & App Activity entry for that
action will not include device-based calculated location. The entry will still include the IP address
associated with the user’s activity. IP addresses are required for devices to be able to connect to one
another through the Internet and are necessary for online services to function.

Below Google sets forth two examples of a path starting with a uset’s search, which is saved in Web

& App Activity. This response is not intended as a comprehensive description of every possible path
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that data could take when a user has enabled Web & App Activity. Providing that detailed of a
response is not possible given the variety of combinations of device settings and user choices about
settings. If the AGO has other examples about which it is interested, Google is willing to meet and
confer about providing further information.

The following is an example of a search query for a Google Account with Web & App Activity ON
using a device with system location OFF or when device location is otherwise unavailable.

The following is an example search query for a Google Account with Web & App Activity ON using
a device with system location ON and the OS location permission ON for the Google App.
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FINAL RESPONSE:
Your January 17 letter asked Google to respond to the following questions:

1. To which settings do “system location” and “OS location permission” refer?

“System location” refers to, for example, Google Location Services on a Google-licensed Android
device. “OS location permission” refers to, for example, the Location Master toggle on a Google-
licensed Android device.

2. Does the term “devices location services API” refer to the Fused Location Provider API? If
not, to which API(s) does it refer?

This example was meant to be device agnostic. Thus, the APIs used on iOS devices may be different
than APIs used on Android devices. For Google-licensed Android devices, Fused Location Provider
is an API that provides location to apps and services with the requisite user permission.

3. What is intended by the term “Google servers,” and are these the same servers
referenced by Mr. Monsees? See Monsees EUO Tr. at 218:15-220:6.

“Google servers” as used by Mr. Monsees refers, generically, to any Google web service that a user
g y > 8 s y g
may connect to through, for example, the Internet or an app.

4. What is intended by the term “device sensors”?

“Device sensors” has the same meaning as that which Ms. Chai used. Device sensors also are
explained more in Google’s Response to DFI No. 2 of the First CID.

DEMAND FOR INFORMATION NO. 7

Identify all clients, groups, teams or people, internal or external to Google, who have direct
access to Web & App Activity location data. (See 7/12/19 Monsees EUO Rough Tr. at 121:20-
123:10).

INITIAL RESPONSE (Sept. 4, 2019): Access to information stored in a user’s Web & App Activity
is limited to internal Google services, and such access is subject to review and must be in compliance
with policy. No parties external to Google have direct access to a user’s Web & App Activity data.
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As Google explains in its Privacy Policy (available at https://policies.google.com/privacy) and in
additional disclosures on the page titled How Google Uses Location Information (available at
https:/ /policies.google.com/technologies/location-data and produced in documents Bates-stamped
GOOG-GLAZ-00002725 - GOOG-GLAZ-00002727, GOOG-GLAZ-00002734 - GOOG-GLAZ-
00002782, and GOOG-GLAZ-00002794 - GOOG-GLAZ-00002811), Google may store user
information for use across Google’s products and services. Web & App Activity data is specifically
used to help Google give users more personalized experiences across Google services. This includes
things like faster searches, better recommendations, and useful ads, both on and off Google. In order
to provide this personalization to users, various teams at Google use Web & App Activity data for as
long as the user chooses to keep it associated with their account.

One type of data that Web & App Activity stores is coarsened device-based location data saved from
a user’s interactions with Google Search, Maps, and Assistant. According to Google’s policies, teams
may only access data that they use. So, while teams using a uset’s past searches to personalize search
results would be able to view the coarsened device-based location data in Web & App Activity, they
would not access that location data unless they had a use case permitted by Google’s policies, examples
of which we explain in response to Demand for Information No. 8.

Given Web & App Activity is used by many teams to improve Google users’ experiences across
Google products and services, in the time provided to respond to this Demand for Information,
Google was not able to identify a mechanism to list all teams that can access Web & App Activity data
generally. Google is in the process of determining if there is a mechanism to do so and will keep you
updated on its progress.

SUPPLEMENTAL RESPONSE (Jan. 17, 2020): Please see Google’s response to Demand for
Information No. 8, which explains examples of authorized uses for which certain teams accessed
device-based Web & App Activity location data. As Google previously explained, various teams at
Google are able to view Web & App Activity data, to use it in compliance with Google’s policies for
permitted use cases.

FINAL RESPONSE:

Google responded to this demand on December 31, 2019, and January 17, 2020. Additionally, Google
produced documents responsive to this DFI on February 14, 2020, at GOOG-GLAZ-00203130 -
GOOG-GLAZ-00203442.
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DEMAND FOR INFORMATION NO. 8
Identify all clients, groups, teams or people, internal or external to Google, that make use of

Web & App Activity location data.

INITIAL RESPONSE (Sept. 4, 2019): As we explain in response to Demand for Information No. 7,
no parties external to Google have access to or use location information stored in Web & App Activity.
Per Google’s policies, all internal clients that want to use the device-based location data saved in Web
& App Activity must seek approval for their product or feature implementation.

To accurately respond to this request and verify which teams are in fact using Web & App activity
device-based location data, Google needs to query data sources including logs, which it was not
possible to do in the time provided to respond. Google is in the process of working on this request
and will keep you updated on its progress.

There are generally three types of uses for which teams use device-based location from Web & App
Activity. The first is to display to users their Web & App Activity in their Google Account and allow
users to edit and manage that data. The second use case is to get location for a user at the time of a
uset’s interaction with a Google product or service in order to deliver a more relevant and personalized
experience. An example might be a user searching for “weather in Paris” followed by “things to do”
where Google would infer that the user means “things to do in Paris.” This data may also be used to
show the user more relevant ads. The third use of the data is related to product development,
improvement, or analysis. This could include, for example, using data at an aggregated level for the
query “restaurants near me’’ to improve search results for users in a given area.

SUPPLEMENTAL RESPONSE (Jan. 17, 2020): Based on a query of Google’s systems, the following
is a representative list of teams with access to and their use of device-based Web & App Activity
location data:
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FINAL RESPONSE:
Google responded to this demand on December 31, 2019, and January 17, 2020. Additionally, Google
produced documents responsive to this DFI on February 14, 2020.

DEMAND FOR INFORMATION NO. 9
Identify all approved uses of Web & App Activity location data. (See 7/12/19 Monsees EUO
Rough Tr. at 122:2-123:10).

INITIAL RESPONSE (Sept. 4, 2019): It is not possible for Google to explain each and every use case
of Web & App Activity device-based location data. Google has provided three examples of the uses
for WAA data as part of its response to Demand for Information 8. In order to respond to Demand
for Information No. 8, Google is working to identify teams that use Web & App Activity device-based
location. If Google is able to do so, Google will provide representative examples of the ways in which
the teams use the data in response to the current demand.

SUPPLEMENTAL RESPONSE (Jan. 17, 2020): Please see Google’s response to Demand for
Information No. 8, which explains examples of authorized uses for which certain teams accessed
device-based Web & App Activity location data.

FINAL RESPONSE:

Google responded to this demand on December 31, 2019, and January 17, 2020. Additionally, Google
is producing documents Bates-stamped produced documents responsive to this DFI on February 14,
2020.

DEMAND FOR INFORMATION NO. 10
Identify any and all other means Google uses to collect, store, transmit, use, delete or disclose
User Location Data outside of Location History and Web & App Activity.

INITIAL RESPONSE (Sept. 4, 2019): Google objects to this request as overly broad and unduly
burdensome. Specifically, the term “User Location Data” is overly broad and not within a reasonable
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definition. As an initial matter, defining “User Location Data” as “data from which a user’s location
can be determined” suggests that even extremely coarse location information (e.g., country level) could
conceivably be included in the definition. Furthermore, including IP address within that definition,
when an IP address is needed for any device to connect to and function on the internet, renders this
defined term even more unwieldy. Especially when combined with an all inclusive request like this
Demand for Information, such a vague term renders the demand prohibitively burdensome.

Google is making a good-faith effort to respond by providing information about how its suite of GMS
products collect, store, transmit, use, delete, and disclose location information, as the AGO has
specifically inquired about these services in Request for Production No. 5:

As Google explains in its Privacy Policy (available at https://policies.google.com/privacy), in
additional disclosures on the page titled How Google Uses Location Information (available at
https://policies.google.com/technologies/location-data and produced in documents Bates-stamped
GOOG-GLAZ-00002725 - GOOG-GLAZ-00002727, GOOG-GLAZ-00002734 - GOOG-GLAZ-

00002782, and GOOG-GLAZ-00002794 - GOOG-GLAZ-00002811), Google collects, stores, and
uses a number of categories of location information.

Collection

Google may collect location information in the following general ways:

IP Addresses

Every device connected to the Internet is assigned an IP address and these numbers are usually
assigned in geographic blocks. Thus, an IP address can often be used to identify the location from
which a device is connecting to the Internet. IP addresses are needed to operate and offer Google

services, including for legal compliance and other product operations.

User Provided Information

Users may provide Google with billing address information or address delivery information in a
number of Google products and services. In addition, when users create a Google Account, they may
(but are not required to) provide an address. Users may also provide phone numbers associated with
their Google account, the area code of which may infer a user’s location. In certain products, such as
Maps, users may input a home or work address. Finally, users provide information to Google when

they enter queries on Search or Maps such as “restaurants near me.”
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Device Sensors

A number of Google products and services can request access to device-based location, as calculated
and provided by the device. As Google explained in its response dated April 17, 2019, to Demand for
Information No. 7 of the First CID, Google Location Accuracy (formerly known as Google Location
Services) (“GLA”) is a network-based location service that collects data to improve location accuracy
and provide certain location information to the apps and services with the requisite permissions. The
information Google collects from GLA is linked to a temporary and rotating device identifier that is
not used by or shared with other services. It is not connected with any identifier that would associate
that data with a specific user.

Below we explain how the GMS products may collect location information.

Google
Google may collect search terms associated with a user’s search, which may allow Google to infer a
user’s location. In addition, Google Search may request device-based location.

Chrome Browser

The Chrome browser can request access to device-based location.

Gmail

Gmail may collect user location information from messages, for example, in order to create a calendar
entry for an upcoming event (e.g. dinner reservation at [example]). In addition, Gmail will have
location metadata associated with certain attachments like photos or videos. As part of the
Gmail/Google Account creation process, users may also provide an addtess to associate with their

account.

Google Maps

Maps can collect various location information such as users’ queries, device-based location for
providing navigation directions, or the location of manual entries that users may save such as their
home/work addresses or favorite/saved locations. Maps may also collect location information from
other Google products to provide a more personalized user experience. For example, a uset’s
upcoming reservation sent in a Gmail message may display on their Google Maps.

YouTube

The YouTube service may request access to device-based location.
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Google Play Store
As a commercial setvice, Google Play collects user/developer billing information. Play also requests

access to device-based location.

Drive

Google Drive stores users’ files in the cloud. To the extent that the files contain user location
information, for example the metadata associated with a photo, Drive has that information saved for
the user.

Google Play Music
As a commercial service, Google Play Music may collect user/artist billing information. Play Music

may also request access to device-based location.

Google Play Movies
As a commercial service, Google Play Movies may collect uset/artist billing information. Play Movies

may also request access to device-based location.

Duo
As a video-calling app, Duo may collect location information based on phone numbers.

Google Photos
Google Photos may collect geolocation EXIF data from any uploaded photos.

Usage

Google
This app uses location information to provide users with more personalized and relevant search
results. This helps Google respond to queries like “restaurants near me.”

Chrome Browser

The Chrome browser will allow sites to access the user’s location for a number of reasons, including
being able to surface relevant content to a user based on location (including for legal obligations --
e.g. users in the EEA must provide consent to websites to use cookies). In addition, the Chrome
browser allows users to save addresses for auto-filling and stores location in a way that users can
manage (e.g., block certain sites or allow certain sites access to location without having to re-request
permission).
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Gmail

Gmail may use the location data from messages to populate other Google products with personalized
information for the user. This could include upcoming travel or dining reservations on Calendar and
on Google Maps.

Google Maps

As a Geo-focused product, Google Maps uses location in a variety of ways including to show users
locations they searched for, to provide navigation, and to personalize and recommend places on a
map. Maps also displays to users relevant location information based on things like appointments and
reservations that a user may have in Gmail or Calendar.

YouTube

YouTube uses location information, for example, to provide users with localized and personalized
results, such as surfacing local artists. In addition, YouTube previously used aggregated and
anonymized location data to provide wireless carriers network quality information. YouTube also uses
location information to restrict access to content as necessary to comply with legal obligations, for
example in licensing agreements.

Google Play Store

The Google Play Store uses location information, for example, to send and receive billing and payment
information, provide users with relevant app recommendations, and restrict access to content as
necessary to comply with legal obligations, for example in licensing agreements.

Google Drive
Google Drive may use IP addresses to determine which Google Drive server should be used to fulfill
a user’s request in order to reduce latency and be as expedient as possible.

Google Play Music

Play Music uses location information, for example, to send and receive billing and payment
information, provide users with relevant app recommendations, and restrict access to content as
necessary to comply with legal obligations, for example in licensing agreements.

Google Play Movies
Play Movies uses location information, for example, to send and receive billing and payment
information, provide users with relevant content recommendations, and restrict access to content as

necessary to comply with legal obligations, for example in licensing agreements.
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Duo

Duo may use IP address to determine a user’s country and check if the service is available there.

Google Photos

Photos uses location information, for example, to help users search for photographs from a particular
place, to display the location information to the viewer of the photo, and to recognize famous objects
and landmarks in a photo, such as the Statue of Liberty or the Eiffel Tower.

Disclosure

Google
Users conducting searches can see the location that Google Search is using at the bottom of the
Google Search Results Page.

Chrome Browser
When the user grants a third-party site permission to access location, the Chrome browser will transmit
that location to the site. Users are made aware of this request by a browser pop-up.

Gmail
Gmail allows users to send information to other users, and to the extent that includes location
information, this will be transmitted to others.

Google Maps
Maps allows users to choose to share Map locations with others by clicking the “Share” options.

YouTube
As explained above, Google used to provide network quality information to third parties based on
aggregated and anonymized YouTube location data.

Google Play Store
When users interact with apps on Google Play, they may grant those apps permission to access their
location. In addition, developers may access a user’s billing information to complete transactions.
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Drive

Google Drive allows users to share files with others. To the extent there is location information
associated with or in the file, that information may be viewable to others with whom the user has
chosen to share the files.

Google Play Music
Content providers may access a user’s billing information to complete transactions.

Google Play Movies
Content providers may access a user’s billing information to complete transactions.

Duo
Duo allows others to see the user’s phone number, which can provide information about the uset’s
location.

Google Photos
Users may choose to share images in Google Photos with others who will be able to view the location

metadata information of the photograph.

Storage & Deletion

Google

For users that have Web & App Activity enabled, Google saves their search results and associated
location information in the users’ Google Accounts. Users can delete that data at any time. Google
recently introduced a feature to allow users to set the data to auto-delete after 3 or 18 months, or to
be retained indefinitely for users to manage and delete when they wish.

Chrome Browser

Chrome History may be saved in a user’s Web & App Activity with relevant location information,
which the user can edit or delete at any time. Also, users can delete any addresses they have stored in
Chrome.

Gmail

Users can delete their Gmail content, including location information, at any time.
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Google Maps

Users can delete any of their saved locations in Maps at anytime. In addition, Timeline in Maps
provides the user interface to manage and delete Location History. Search queries in Maps are saved
in a user’s Google Account if the user has Web & App Activity enabled, which the user can manage
and delete at anytime.

YouTube
Users cannot delete the aggregated and anonymized network quality information data described above,
as that data is not associated with any user.

Google Play Store
Users are able to revoke the location permission for any apps at any time. In addition, users can update
their account or billing addresses at any time.

Drive

Users can delete files and their associated location information at any time.

Google Play Music
Users can update their account or billing addresses at any time.

Google Play Movies
Users can update their account or billing addresses at any time.

Duo

Duo stores a user’s phone number which users can update at any time.

Google Photos

Users can delete any of their photos along with the associated location information. Additionally, users
can remove access permission to photos that they have chosen to share with others via the sharing
functionality, so that those users can no longer see the photo and associated metadata that may include
location.

Transmission

Data is routinely transmitted between users and Google when users interact with the Internet and on
Google’s products and services. Like other data, location data can be transmitted to Google passively

(e.g., Google receives an IP address) and actively (e.g., Google asks a user to provide their billing
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address as part of a transaction and the user enters the information into a form). If the AGO has
particular examples about which it is interested, Google is willing to meet and confer about providing
further information.

FINAL RESPONSE:

In Google’s February 28, 2019 letter to the AGO and in its first response to the First CID, Google
objected to requests to the extent that they were overly broad and unduly burdensome in defining a
Relevant Time Period of more than 10 years—January 1, 2007 - present—across such a broad range
of products and services. Google explained that in the absence of appropriate limitations, the scope
was not manageable and made it difficult for Google to provide useful information in a timely and
efficient manner. Subject to and without waiving those objections, Google provided detailed and
substantive narrative responses and produced documents.

Additionally, Google made a witness, Jen Chai, available for examinations under oath, who was
prepared to speak about how user location information is collected in connection with Android.
Further, as mutually agreed, Google is making a fourth witness available for examination under oath
later this month to speak about how user location information is collected in connection with Google-
authored apps and Google search through a web browser.

Your January 17 letter asked about Google Play Services. As Ms. Chai explained in her deposition,
Google Play Services is synonymous with GMS Core, which is comprised of many services. Ms. Chai
explained that she is responsible for the location services within Google Play Services. (See Chai EUO
Tr. at 62:23-25). She provided detailed information on how those location services work, including
the Fused Location Provider API and the Geofencing API. Google’s September 4, 2019 response
discussed the Fused Location Provider AP, for example.

Your January 17 letter also asked about Google’s IP Address objection. As Google has stated, Google
collects IP addresses, which the AGO included in its definition of “User Location Data.” See, e.g.,
First Civil Investigative Demand, pg. 6 (““User location data’ means any data from which a uset’s
location can be determined, including but not limited to location information collected through device
sensors, GPS, Wi-Fi, Bluetooth, cell towers, and IP addresses.”). Google has explained that including
IP address within that definition, when an IP address is needed for any device to connect to and
function on the internet, renders this defined term unwieldy, especially when combined with an all
inclusive request like this Demand for Information. Google cannot answer this request given how
expansively the AGO has defined User Location Data.
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As your January 17 letter pointed out, Google has made a good-faith effort to respond to this request
by explaining its location practices for the GMS products:

Google

Chrome Browser
Gmail

Google Maps
YouTube

Google Play Store
Drive

Google Play Music
Google Play Movies
Duo

Google Photos

Google is also in the process of responding to the AGO’s Fourth CID, which asks about specific
additional Google products and services.

DEMAND FOR INFORMATION NO. 11

For each of the means identified in Demand For Information No. 10, identify all clients,
groups, teams or people within Google who have direct access to any and all User Location
Data collected, stored, transmitted, used, deleted or disclosed by Google.

INITIAL RESPONSE (Sept. 4, 2019): The broad scope of this demand makes it impractical and
overly burdensome for Google to identify each team or person across the company who has access
to location information. The difficulty in complying with this demand is illustrated by how apps and
services interact with a user’s mobile device. To the extent that a user is interacting with a Google
product on a mobile device, IP address may be collected in order to respond to user requests to the
product. For example, if a user seeks directions or wants to identify a location in Google Maps from
a mobile device, a request for information is sent directly to Google via the app. When a user sends a
request via the app, Google will receive the user’s IP address in order to return a response (i.e., to send
information back to the app in response to the request).

As Google explains in its Privacy Policy (available at https://policies.google.com/ptivacy) and in
additional disclosures on the page titled How Google Uses Location Information (available at
https://policies.google.com/technologies/location-data and produced in documents Bates-stamped
GOOG-GLAZ-00002725 - GOOG-GLAZ-00002727, GOOG-GLAZ-00002734 - GOOG-GLAZ-
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00002782, and GOOG-GLAZ-00002794 - GOOG-GLAZ-00002811), Google may store user
information for use across Google’s products and services.

As we describe in response to Demands for Information Nos. 1-9, for users that are signed in to
Google and that are using Google’s products and services identified in Demand for Information No.
10, Google only stores the associated location data in the user’s Google Account using Sensorvault
and Footprints, if they have Location History or Web & App Activity, respectively, enabled. The
teams that can access and use the data in these repositories are explained above in response to
Demands for Information Nos. 1-9.

Google is willing to meet and confer to determine whether additional information about Google
teams’ access of information can be provided.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information

to provide related to it.

DEMAND FOR INFORMATION NO. 12

For each of the means identified in Demand For Information No. 10, identify all clients,
groups, teams or people within Google that use any and all User Location Data collected,
stored, transmitted, used, deleted or disclosed by Google.

INITIAL RESPONSE (Sept. 4, 2019): Please see our response to Demand for Information No. 11.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information

to provide related to it.

DEMAND FOR INFORMATION NO. 13
For each of the means identified in Demand For Information No. 10, identify all approved
uses of any and all User Location Data collected, stored, transmitted, used, deleted or

disclosed by Google.

INITTIAL RESPONSE (Sept. 4, 2019): Please see our response to Demand for Information No. 11.
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FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 14

For each of the means identified in Demand For Information No. 10, identify the path that
location data takes, beginning with the initial collection by device sensors, and ending with
its use or storage by Google.

INITIAL RESPONSE (Sept. 4, 2019): Google objects to this request as overly broad and unduly
burdensome. Specifically, the term “User Location Data” is overly broad and not within a reasonable
definition. As an initial matter, defining “User Location Data” as “data from which a user’s location
can be determined” suggests that even extremely coarse location information (e.g., country level) could
conceivably be included in the definition. Furthermore, including IP address within that definition,
when an IP address is needed for any device to connect to and function on the internet, renders this
defined term even more unwieldy. Especially when combined with an all inclusive request like this
Demand for Information, such a vague term renders the demand prohibitively burdensome. In
response to Demand for Information No. 10, Google has made a good-faith effort to provide a
number of examples of how its products and services collect, use, store, transmit, delete and disclose
location data.

Despite the overly broad scope of this request, to the extent that the AGO is seeking to understand
another path that data takes beyond the specific responses to Demands for Information 1 (Location
History) and 6 (Web & App Activity), Google is willing to meet and confer about data paths for
location information relating to specific Google products, for example, Google Search or Google
Maps.

FINAL RESPONSE:

Google’s Response to DFI No. 6 of the Third CID outlines a representative path that location
information can take from device to storage in a Google Account for Google Search and Google
Maps.

DEMAND FOR INFORMATION NO. 15

Identify the person(s) most knowledgeable about the aggregation and anonymization of User
Location Data (e.g., via the “aggregation and anonymization” team (7/11/19 McGriff EUO
Rough Tr. at 236:10-14)) that is collected, transmitted, stored, used, deleted or disclosed via

Location History.
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INITIAL RESPONSE (Sept. 4, 2019): The person most knowledgeable about the aggregation and
anonymization of user location information is Kevin Berlin.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 16

Identify the person(s) most knowledgeable regarding Google’s collection, storage, use and
transmission of User Location Data, as it relates to each of the following (i) Google Mobile
Services, (i) Google Play Services, (iii) the Android Operating System, (iv) the [ team,
(v) Google Maps, (vi) web browser(s) and (vii) any other group (except for Web & App
Activity or Location History) involved in collection, storage, use and/or transmission of User
Location Data.

INITIAL RESPONSE (Sept. 4, 2019):
(i) Google Mobile Services

As explained in our letter dated August 26, 2019, Google Mobile Services (GMS) is a collection of
Google applications and APIs that help support functionality across devices. We are providing
information about the specific Google applications that are included in GMS in the United States and
that use location information:

Google
Chrome
Gmail
Maps
YouTube
Play Store
Drive

Play Music
Play Movies
Duo
Photos
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The person most knowledgeable regarding Google’s collection, storage, use and transmission of user
location information, as it relates to these products, is Kevin Betlin.

(if) Google Play Setvices
Please see response to (i) above.
(i) the Android Operating System

The person most knowledgeable regarding Google’s collection, storage, use, and transmission of user
location information, as it relates to the Android Operating System is Jen Chali.

() che SR <o

The person most knowledgeable regarding Google’s collection, storage, use and transmission of user
location information, as it relates to - is Kevin Betlin.

(v) Google Maps
Please see response to (i) above.

(vi) web browser(s) and (vii) any other group (except for Web & App Activity or Location
History)

Please see response to (i) above.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 17

Identify the person(s) most knowledgeable regarding Google’s collection, storage, use and
transmission of User Location Data company wide, including the collection, storage and/or
transmission of User Location Data from one group to another.

INITIAL RESPONSE (Sept. 4, 2019): The person most knowledgeable is Kevin Berlin.
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FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 18

Identify the people, including their titles and groups or teams they are a part of, who were at
the meeting referenced in the August 13, 2018 email from || 2s rficcted in GOOG-
GLAZ-00001521 at 1523.

INITIAL RESPONSE (Sept. 4, 2019): Google is unable to confirm this information.

FINAL RESPONSE:
Google inquired of Ms. - and Mr. _ regarding this meeting. Neither has any

recollection of the attendees; neither recalls attending the meeting themselves. The invited attendees

Fom Google v .~ . < ol s

all members of the Communications team.

DEMAND FOR INFORMATION NO. 19

Describe in detail the hierarchical structure of Google’s “Geo” product area, including each
“component,” “team,” “product,” “product focus” and “service” within Geo. (For reference,
see 7/11/19 McGriff EUO Rough Tr. at 34:7-42:15, 52:8-55:8). Include the person(s) (along
with title) who oversees, supervises or is otherwise in charge of each hierarchical level.

INITIAL RESPONSE (Sept. 4, 2019): As David Monsees testified in his July 12, 2019 examination
under oath and as Google has explained previously, Google does not have a traditional organizational
structure. Google maintains a more informal, organic organizational structure of business components
and employees that continuously change (in varying degrees) to meet various demands. Google does
not maintain a chart or list identifying the “hierarchical structure of Google’s ‘Geo’ product area.”
That said, this response identifies several representative examples of the “teams” (and their leaders)
within Geo. This response uses “teams” to refer to any subset of Geo. This example is not intended

25 << 25 ¢ 2 <<

as a comprehensive identification of every single “component,” “team,” “product,” “product focus,”
and “service” within Geo. Providing such a response is not possible given the numerous informal,
organic “teams” within Geo. If the AGO has other examples about which it is interested, Google is

willing to meet and confer about providing further information.

“Geo” is a product area within Google that is overseen by Jen Fitzpatrick. Ms. Fitzpatrick is a senior

vice president at Google.
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“Location Platform™ is a team within Geo that is overseen by_ and Gregor Rothfuss.

Mr. -is _, and Mr. Rothfuss is a software engineer.

“Timeline” is a team within Location Platform thatis overseen by_ and Gregor Rothfuss.

Mr. -is a_, and Mr. Rothfuss is a software engineer.

“Location History” is a team within Location Platform that is overseen by_ and Gregor

Rothfuss. Mr. - is a_, and Mr. Rothfuss is a software engineer.

“Sensorvault” (previously “Placevault”) is a team that serves Location History and that is overseen by

_ and Gregor Rothfuss. Mr. - is a _, and Mr. Rothfuss is a

software engineer.

“Inference Layer” is a team within Location History that is overseen by _ and Gregor

Rothfuss. Mr. - is _, and Mr. Rothfuss is a software engineer.

“Quality” is a team within the Location Platform that is overseen by _ and Gregor

Rothfuss. Mr. - is _, and Mr. Rothfuss is a software engineer.

“IP Geo” is a team within Geo that is overseen by_ and Gregor Rothfuss. Mr. -
is a_, and Mr. Rothfuss is a software engineer.

is a team within Geo that is overseen by_ and Gregor Rothfuss. Mr. -

isa , and Mr. Rothfuss is a software engineer.

“Geo product experience” is a team within Geo that is overseen by_. Mr. - isa
I oo

“Google Maps Mobile” is a team within Google Maps that is overseen by_. Mr. -

is a_ at Google.

FINAL RESPONSE:
To reiterate, Google does not maintain a formal, static organizational chart. Based on our
understanding of this Demand for Information, Google has no additional information to provide
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related to it.

DEMAND FOR INFORMATION NO. 20

Describe in detail the hierarchical structure of Google’s “Knowledge” product area, including
each “component,” “team,” “product,” “product focus” and “service” within Knowledge.
(For reference, see 7/12/19 Monsees EUO Rough Tr. at 39:11-47:20). Include the person(s)
(along with title) who oversees, supervises or is otherwise in charge of each hierarchical level.

INITIAL RESPONSE (Sept. 4, 2019): As David Monsees testified in his July 12, 2019 examination
under oath and as Google has explained previously, Google does not have a traditional organizational
structure. Google maintains a more informal, organic organizational structure of business components
and employees that continuously change (in varying degrees) to meet various demands. Google does
not maintain a chart or list identifying the “hierarchical structure of Google’s ‘Knowledge’ product
area” (now known as “Search & Assistant”). That said, this response identifies several representative
examples of the “teams” (and their leaders) within Search & Assistant. This response uses “teams” to
refer to any subset of Search & Assistant. This example is not intended as a comprehensive

23 <¢C 23 <C 23 <¢

identification of every single “component,” “team,” “product,” “product focus,” and “service” within
Search & Assistant. Providing such a response is not possible given the numerous informal, organic
“teams” within Search & Assistant. If the AGO has other examples about which it is interested,

Google is willing to meet and confer about providing further information.

“Search & Assistant” (previously “Knowledge”) is a product area within Google that is overseen by
Ben Gomes. Mr. Gomes is a senior vice president at Google.

“Search” is a team within Search & Assistant that is overseen by-. Mr. . is a_

at Google.

“Google Assistant” is a team within Search & Assistant that is overseen by _ Mr.

B I o

“Search Platforms” is a team within Search & Assistant that is overseen by _ Mr.

I - - G

“News Content/Proactive Search” is a team within Search & Assistant that is overseen by -

-. Mr. -is a_ at Google.
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“Ranking & Eval Tech Advisors” is a team within Search & Assistant that is overseen by_

Mr. - is a-at Google.
“Web Search” is a team within Search that is overseen by-. Mr. - is a _ at

Google.

“Image Search” is a team within Search that is overseen by_. Ms. -is -

at Google.

“Search Logs” is a team within Search that is overseen by_ Ms.- is a-at Google.
“Scholar Search” is a team within Search that is overseen by_. Mr. - is a- at

Google.

“Footprints” is a team within Search that is overseen by _ Mr. - is a -
- at Google.

“Research and Machine Intelligence” is a team within Search & Assistant that is overseen by-

Mr. -is a-at Google.

“Technical Infrastructure” is a team within Search & Assistant that is overseen by_.

i I+« I oo

FINAL RESPONSE:

To reiterate, Google does not maintain a formal, static organizational chart. Based on our
understanding of this Demand for Information, Google has no additional information to provide
related to it.

DEMAND FOR INFORMATION NO. 21

Describe in detail the hierarchical structure of Google’s “Ads” product area, including each
“component,” “team,” “product,” “product focus” and “service” within Ads. (For reference,
see 7/12/19 Monsees EUO Rough Tr. at 39:11-47:20). Include the person(s) (along with title)
who oversees, supervises ot is otherwise in charge of each hierarchical level.

INITIAL RESPONSE (Sept. 4, 2019): As David Monsees testified in his July 12, 2019 examination
under oath and as Google has explained previously, Google does not have a traditional organizational

structure. Google maintains a more informal, organic organizational structure of business components
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and employees that continuously change (in varying degrees) to meet various demands. Google does
not maintain a chart or list identifying the “hierarchical structure of Google’s ‘Ads’ product area.”
That said, this response identifies several representative examples of the “teams” (and their leaders)
within Ads. This response uses “teams” to refer to any subset of Ads. This example is not intended
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as a comprehensive identification of every single “component,” “team,” “product,” “product focus,”
and “service” within Ads. Providing such a response is not possible given the numerous informal,
organic “teams” within Geo. If the AGO has other examples about which it is interested, Google is

willing to meet and confer about providing further information.

“Ads” is a product area within Google that is overseen by Prabhakar Raghavan. Mr. Raghavan is a

senior vice president at Google.

“Display Ads” is a team within Ads that is overseen by _ Mr. - isa - at

Google.

“Search Ads” is a team within Ads that is overseen by _ Mr. - 1s - at

Google.

“Google Properties & Platforms” is a team within Ads that is overseen by_. Mr. -

is a_ at Google.
“Shopping, Travel” is a team within Ads that is overseen by_. Mr. - 1s a-

at Google.

“Next Billion Users, Payments” is a team within Ads that is overseen by _ Mr.

B I Gl

“Display, Video & Apps” is a team within Ads that is overseen by _ Ms. - 1s a -

- at Google.

“Reach User Experience” is a team within Ads that is overseen by_. Ms. - 1s
. ool

“Measurement & Analytics” is a team within Ads that is overseen by_. Ms. -
oo S ool

FINAL RESPONSE:
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To reiterate, Google does not maintain a formal, static organizational chart. Since Google’s Initial
Response, some of the above information has changed. For example, “Display Ads” is overseen by
_ and _, who are both _ “Shopping, Travel” now is
within the “Commerce” organization—rather than Ads. “Display, Video & Apps” now is called
“Apps, Video, & Display.” “Measurement & Analytics” now is called “Analytics, Insights, and
Measurement.” And “Ads Privacy and Safety” is a new team within Ads that is overseen by -
-. Mr.- is a_ at Google.

Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 22

Describe in detail the change(s) relating to “coarsening,” i.e., “making the location
appropriate,” with respect to User Location Data that is collected, stored, used and/or
displayed in Web & App Activity in early 2019. (For reference, see 7/12/19 Monsees EUO
Rough Tr. at 176:18-178:10, 184:9-185:17).

INITIAL RESPONSE (Sept. 4, 2019): We believe that Mr. Monsees referred to “making the location

2

approximate,” and have responded accordingly. For location information associated with a uset’s
activity on Google’s Search, Maps, and Assistant products, Google made a privacy-enhancing decision
to store less precise location data than the user’s device is technically capable of providing (e.g., based
on the device-sensors and GPS). In addition, Google took steps to make the previous location data

stored in users’ Google Accounts more coarse. This change occurred in and around April of 2019.

FINAL RESPONSE:

Though it did improve personalization for users, like more accurate areas of interest, it was determined
that precise location did not contribute significant improvement to the use of Web & App Activity
location information beyond the previous approximate location precision. Before 2015, device
location was coarsened to approximately a neighborhood-sized area with a sufficient number of
unique users (e.g., 1,000). When precise location was added in 2015, the location provided by the uset’s
device was stored, which could be a precise lat/lon. In 2019 the device-based Web & App Activity
location was moved to a coarser level than it was in 2015, approximately a city-sized area with a
sufficient number of unique users (e.g., +1,000). Various teams in Geo, Search, and Ads worked on
implementing the changes.

DEMAND FOR INFORMATION NO. 23
Identify and describe all disclosures by Google, or changes to Google’s public-facing

disclosure documents, relating to “coarsening,” i.e., “making the location appropriate,” of
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User Location Data in Web & App Activity in early 2019. (For reference, see 7/12/19 Monsees
EUO Rough Tr. at 176:18-178:10, 184:9-185:17). Identify responsive documents by Bates
number. If there are no documents, state “None.”

INITIAL RESPONSE (Sept. 4, 2019): Google has multiple express disclosures to users about how it
collects, uses, and saves location information, including specifically in connection the Web & App
Activity Google Account feature.

The fact that Google stores location information as part of Web & App Activity is disclosed in many
places, including:

Google’s Privacy Policy

Google’s Privacy Policy (available at https://policies.google.com/privacyrhl=en) expressly tells users
that “We collect information about your location when you use our services.” The Privacy Policy
explains how location is determined with varying degrees of accuracy, explaining the different data
that can be collected from devices, user-provided information, and data depending on the uset’s
activity on the device and their selected device and account settings. Each explanation has a link for
users to click to learn additional information.

The section on Privacy Controls explains how users “Decide what types of activity [they’d] like saved
in [their| account.” There is a direct link to Activity Controls, which takes a user to the page where
they can review, manage, edit, or delete Web & App Activity Data. In navigating to their Google
Account and interacting with their Google Account settings, users would see the type of location data
stored in their Account.

The relevant parts of Google’s Privacy Policy have not been updated in the timeframe inquired about
in this request.

Google’s Location Data Policy Page

Google publishes a page titled How Google Uses Location Information (available at
https://policies.google.com/technologies/location-data). Google has updated this page from time-
to-time to provide users additional information. This page specifically addresses how Google may
know a user’s location based on the user’s activity on Google services and explains that it may be
stored in the user’s Account, depending on their settings:
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“As you use our services, we may infer that you’re interested in a place even if your device isn’t telling
us exactly where you are. For example, if you search for “Cafes in Paris”, we may assume that you
would like to see places near Paris and show you results of cafes there. Depending on your settings,
this type of information may be stored with your account and used as one signal to decide whether
you might still be in Paris when you do more searches at a later time.”

Google last updated this page in June 2019 (see document Bates-stamped GOOG-GLAZ-00002731
- GOOG-GLAZ-00002733). Google produced versions of this page in prior productions.The prior
versions of this page also disclosed that “[Google] may collect and use a few types of location
information - depending on the products and features you’re using - to provide you with a more useful
experience on Google.”

Help Center Page

Google’s help center page about Web & App Activity (available at https://support.google.com/
websearch/answer/54068) explains to users that “When Web & App Activity is on, Google saves
information like:

Searches and other things you do on Google products and services, like Maps
Your location, language, IP address, referrer, and whether you use a browser or an app
Ads you click, or things you buy on an advertiser’s site

Information on your device like recent apps or contact names you searched for”

The relevant part of this help center page has not been updated in the timeframe inquired about in
this request (see documents Bates-stamped GOOG-GLAZ-00002728 - GOOG-GLAZ-00002730
and GOOG-GLAZ-00002812 - GOOG-GLAZ-00002814).

To be clear, though, deciding to coarsen location information saved in a uset’s MyActivity based on
their Web & App Activity was a privacy-enhancing decision. Google of course considers many
obligations when deciding whether to update public-facing documentation. Because Google is
constantly seeking to improve and enhance its products and services—especially when it comes to
user privacy—not all product changes and features result in such updates. One reason for this is that
the change will be apparent to the user as he or she interacts with the product in the normal course.
Another reason is that there is no new decision or action required from the user and that an update
in that instance might cause “user fatigue” and result in them paying less attention to important
communications. Finally, whether an update to public-facing documentation is needed must be
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balanced with the challenges of updating text across multiple surfaces and languages and the user
benefit of doing this when users have other ways to understand product functionality.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 24

Describe how, whether and the extent to which Google continues to collect, store and use
more “precise” User Location Data for purposes other than Web & App Activity, after the
“coarsening” changed in early 2019 that was described at the July 12, 2019 EUO of Google
through David Monsees. (For refetence, see 7/12/19 Monsees EUO Rough Tr. at 176:18-
178:10, 184:9-185:17).

INITIAL RESPONSE (Sept. 4, 2019): As Google’s Privacy Policy and Location Data Policy Page
describe, some location information is not precise and may allow an inference of a user’s location, but
not the exact location (e.g., a user types in a Search query for “pizza place in Phoenix”). Latitude and
longitude information from GPS sensors, which may be collected from a uset’s device when device
location settings are enabled, is more precise location information. A user can disable Web & App
Activity (the Google Account setting), and still have enabled device location settings and app settings
in order to use Google apps and services like Google Maps.

FINAL RESPONSE:

Google collects, stores, and uses more precise user location information in certain instances besides
in relation to Web & App Activity. Android Emergency Location Services (ELS) helps mobile
network operators, emergency infrastructure providers, and governments provide more accurate
location information to first responders during an emergency. ELS uses the location technologies on
an Android phone, including cell, GPS and Wik signals, and device sensors, to estimate an accurate
emergency location. The location is often more accurate and reliable than cell tower IDs and is
calculated by the Android Fused Location Provider, which combines the different signals to provide
a location for the device. ELS is solely for the use of emergency service providers, and location is sent
from the user’s device to emergency services only when the user explicitly places an emergency call,
either directly or through their mobile network.

Additionally, Google Pay’s Tap To Pay contactless payment feature lets users pay merchants for goods
and services by using their Android phones. As a part of processing payments, Google may receive
the name and location of the merchant at which this service is being used. When made available to
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Google, users may review a list of contactless payments they’ve made in the Google Pay app alongside
this location information.

Furthermore, users of Google’s Hangouts instant messaging application may choose to send others a
message including location information. This location can either be sourced from the device’s location
services API, or can be a location that the user manually specifies (e.g., the user could search for and
attach the location of the Eiffel Tower to a message while physically present in the United States).
Locations are not automatically sent to others via this platform, and mentioning a location in one
message in a conversation does not automatically append location to all subsequent messages.

DEMAND FOR INFORMATION NO. 25

Describe in detail the change(s) relating to the precision of User Location Data, or otherwise
relating to the collection, storage and/or use by Google of User Location Data in Web & App
Activity in 2014 or 2015. (For reference, see 7/12/19 Monsees EUO Rough Tr. at 185:2-11,
186:10-18, 188:24-195:17).

INITIAL RESPONSE (Sept. 4, 2019): In order to provide a more personalized experience to Google
users, Google started storing precise device-based location as part of Web & App Activity from users’
interactions on Google Search and Google Maps in September of 2015. This change did not affect
Google’s use of IP addresses which Google had been storing for users with Web & App Activity
enabled prior to September 2015. Google also stores precise device-based location data from uset’s
interactions with the Google Assistant in a user’s Web & App Activity, if they have the setting enabled.

FINAL RESPONSE:
Please see our Response to Demand for Information No. 22. Based on our understanding of this
Demand for Information, Google has no additional information to provide related to it.

DEMAND FOR INFORMATION NO. 26

Identify and describe all disclosures by Google, or changes to Google’s public-facing
disclosure documents, relating to changes in the precision of User Location Data, or
otherwise relating to the collection, storage and/or use by Google of User Location Data in
Web & App Activity in 2014 or 2015. (For reference, see 7/12/19 Monsees EUO Rough Tr. at
185:2-11, 186:10-18, 188:24-195:17). Identify responsive documents by Bates number. If there
are no documents, state “None.”
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INITIAL RESPONSE (Sept. 4, 2019): During the relevant timeframe, Google’s use and storage of
location information as part of a user’s activity on Google products and services was disclosed to users
in the following ways:

User’s Google Account in My Activity

When Google started saving location in connection with Web & App Activity, users could log in to
their Google Account and see the location data being saved. Users could also, of course, manage the
setting, and edit and delete any of the associated data.

Google’s Privacy Policy

Google’s Privacy Policies, as modified and updated throughout the years, explains Google’s collection,
storage, and use of user data—including the location data. Google is producing the full copies of its
Privacy Policies from 2014 and 2015 in documents Bates-stamped GOOG-GLAZ-00002734 -
GOOG-GLAZ-00002782 and GOOG-GLAZ-00002794 - GOOG-GLAZ-00002811.

Help Center Page

Google updated its help center page for Web & App Activity (available at https://suppott.
google.com/websearch/answer/54068) to give more detail about the types of user data being stored
in a user’s account. The update specifically explained that location was saved as part of Web & App
Activity. Previously, the help center page already explained to users that IP addresses were being saved.
Google is producing the version of the help center page where this disclosure was made.

FINAL RESPONSE:

Google previously produced documents that are responsive to this Demand for Information,
including the help center page for Web & App Activity at GOOG-GLAZ-00002812-GOOG-GLAZ-
00002814. This page specifically explained that location was saved as part of Web & App Activity.
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 27

Was there any way for a user to know that Google had started collecting finer location data in
the Web & App Activity starting in 2014 or 2015, other than by logging into the user’s activity
feed and comparing past and future collections? If so, describe in detail.
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INITIAL RESPONSE (Sept. 4, 2019): Please see our responses to Demands for Information Nos.
23 and 26, which explain ways in which Google disclosed (and continues to disclose) its collection of
location data in Web & App Activity, including through the user’s Google Account, Google’s Privacy
Policy, and Google’s Web & App Activity help center page.

FINAL RESPONSE:
Based on our understanding of this Demand for Information, Google has no additional information
to provide related to it.

DEMAND FOR INFORMATION NO. 28

As part of the set-up for Google Accounts created before 2018, did the user receive any
disclosure that Web & App Activity includes User Location Data? Is [sic] so, explain and
identify responsive documents.

INITIAL RESPONSE (Sept. 4, 2019): When users create a Google Account, they are presented with
disclosures relating to Privacy & Terms that explain Google’s Privacy Policy and Terms of Service and
that provide a link to both of those documents. As explained above, Google’s Privacy Policy expressly
discloses to users the data that Google collects—including location data. The Google Account
creation flow Privacy & Terms section before 2018 specifically informed users that “When you search
for a restaurant on Google Maps or watch a video on YouTube, for example, we process information
about that activity - including information like the video you watched, device ODs, IP addresses,
cookie data, and location...Depending on your account settings, some of this data may be associated
with your Google Account and we treat this data as personal information. You can control how we
collect and use this data at My Account (myaccount.google.com).” Google is producing documents
Bates-stamped GOOG-GLAZ-00002783 to GOOG-GLAZ-00002793 that show a Google Account
creation flow with this language.

FINAL RESPONSE:

As part of the set-up for Google Accounts before 2018, users received disclosures that Google
collected location information when the user interacted with Google’s products and services, and that,
depending on account settings, the data may have been stored in the uset’s Google Account. Google

is producing screenshots of a pre-2018 Google Account set-up in documents Bates-stamped GOOG-
GLAZ-00203120 - GOOG-GLAZ-00203129.

98
CONFIDENTIAL
147291338.1



II. REQUESTS TO PRODUCE DOCUMENTS

REQUEST FOR PRODUCTION NO. 1
Produce documents sufficient to identify all clients, internal or external to Google, who can

access, receive or make use of user location data from Location History.

INITIAL RESPONSE (Sept. 4, 2019): Google does not maintain an existing document stating the
information sought by this Request. Google had to query a registry to view information to inform the
response to the Demand for Information requesting this information.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 2

Produce the “list of uses that have been approved” as an “appropriate use” of location data
from Location History, as described by Mario McGriff at his July 11, 2019 deposition. (See
7/11/19 McGriff EUO Rough Tr. at 231:1 0-22).

INITIAL RESPONSE (Sept. 4, 2019): Google does not maintain an existing document stating the
information sought by this Request.

Google has a registry that contains the descriptions of the proposed data use cases that teams
requesting access to Location History submit, in accordance with Google’s user data access policies
and Location History team guidance (a privileged document that was prepared by counsel). These
access requests are privileged because they are part of a process by which teams solicit and receive
legal advice and ultimately approval for the proposed data access and use.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 3
Produce documents sufficient to identify all clients, internal or external to Google, who can
access, receive or make use of user location data from Web & App Activity.
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INITIAL RESPONSE (Sept. 4, 2019): Google does not maintain an existing document stating the
information sought by this Request. Google remains in the process of determining whether it can
provide other information responsive to this request.

SUPPLEMENTAL RESPONSE (Jan. 17, 2020): Google does not maintain an existing document
stating the teams that can access, receive or make use of Web & App Activity device-based location
data. Google had to query its systems in order to respond to the Demands for Information 7 and 8.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 4: Produce document(s) sufficient to show “the
complete list of access” to location data coming from, going to or otherwise associated with
any Web & App Activity. (See 7/12/19 Monsees EUO Rough Tr. at 90:18-91 :19).

INITIAL RESPONSE (Sept. 4, 2019): Google does not maintain an existing document stating the
information sought by this Request. Google remains in the process of determining whether it can
provide other information responsive to this request.

SUPPLEMENTAL RESPONSE (Jan. 17, 2020): Google does not maintain an existing document
stating the complete access list to Web & App Activity device-based location data. Google had to
query its systems in order to respond to the Demands for Information 7 and 8.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 5
Produce documents sufficient to identify all clients, internal or external to Google, who can
access, receive or make use of user location data from Google Mobile Services.
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INITIAL RESPONSE (Sept. 4, 2019): Google objects to this request as overly broad and unduly
burdensome. Specifically, the term “User Location Data” is overly broad and not within a reasonable
definition. As an initial matter, defining “User Location Data” as “data from which a user’s location
can be determined” suggests that even extremely coarse location information (e.g., country level) could
conceivably be included in the definition. Furthermore, including IP address within that definition,
when an IP address is needed for any device to connect to and function on the internet, renders this
defined term even more unwieldy. Especially when combined with an all inclusive request like this
Request for Production, such a vague term renders the demand prohibitively burdensome. In response
to Demand for Information No. 10, Google has made a good-faith effort to provide a number of
examples of how its GMS products use and share location data. If there are any specific GMS products
that the AGO would like additional information about, Google is willing to meet and confer to discuss
providing such information.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 6
Produce documents sufficient to identify all clients, internal or external to Google, who can
access, receive or make use of user location data from Google Play Services.

INITIAL RESPONSE (Sept. 4, 2019): Google Play is one of the GMS products, so please see our
response to Request for Production No. 5, which explains why this request is overbroad and unduly
burdensome.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 7
Produce any and all launch documents and similar documents related to the following
launches.
a. ““UDC web view launch”* (see 7/12/19 Monsees EUO Rough Tft. at 295:6-14);
b. ““UDC language”* or ““UDC text updates”* (see 7/12/19 Monsees EUO Rough
Tr. at 334:17-25);
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c. ““Location History and Web and App Activity help center changes and/or UDC
help center changes”* (see 7/12/19 Monsees EUO Rough Tr. at 335:23-

336:6),

d. ““Account creation change”* or ““account creation update”* (see 7/12/19
Monsees EUO Rough Tr. at 365:17-366:17);

9¢¢ 5

ie., (373

e. ““Coarsening, ¢

making the location appropriate”* with respect to user
location data that is collected, stored, used and/or displayed by Web & App
Activity (see 7/12/19 Monsees EUO Rough Tt. at 176:18-178:10, 184:9-

185:17); and

f. Changes in the precision of user location data in Web & App Activity in 2014
or 2015 (see 7/12/19 Monsees EUO Rough at 185:2-11, 186:10-18, 188:24-

195:17).

INITIAL RESPONSE (Sept. 4, 2019): Google is in the process of collecting and reviewing potentially
responsive documents. This Request is particularly difficult to comply with as a practical matter, but
we will keep you updated on our progress and expected production date. In addition to being
voluminous, these launch reports are stored in a database from which information is not easily
exportable in a reviewable and production-ready format. In order to comply with this Request, Google
needs to run searches across its launch reports in order to locate potentially responsive information.
The reports then need to be extracted from the repository, loaded to the review platform, and reviewed
for responsiveness and privilege.

SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google will complete its rolling document
production that contains documents responsive to this request by mid-January 2019.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 8
Produce any and all documents, emails, IMs, Google Hangouts threads or other
transmissions or communications relating to Project Lance.

INITIAL RESPONSE (Sept. 4, 2019): Google is in the process of collecting and reviewing custodial
data sources for potentially responsive material. We will keep you updated on our progress and

expected production date.
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SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google will complete its rolling document
production that contains documents responsive to this request by mid-January, 2019.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 9

Produce any and all documents, emails, IMs, Google Hangouts threads or other
transmissions or communications relating to “fixing” location history or other user location
data issues as referenced in the August 13, 2018 email from ||ij i co0G-GLAZ-
00001521 at 1523.

INITIAL RESPONSE (Sept. 4, 2019): Google is in the process of collecting and reviewing custodial
data sources for potentially responsive material. We will keep you updated on our progress and
expected production date.

SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google will complete its rolling document
production that contains documents responsive to this request by mid-January 2019.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 10

Produce any and all documents related to Google’s anti-fragmentation requirement for third-
party developers/manufacturers who want to have Google-authored apps pre-installed on
their devices.

INITIAL RESPONSE (Sept. 4, 2019): Google is producing documents Bates-stamped GOOG-
GLAZ-00002106 to GOOG-GLAZ-00002724.
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FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 11: Produce any and all documents, emails, IMs,
Google Hangouts threads or other transmissions or communications relating to the
document entitled “updated statement for AP LH story” as referenced in the August 13, 2018
email from Mario McGriff as reflected in GOOG-GLAZ-00001216.

INITIAL RESPONSE (Sept. 4, 2019): Google is in the process of collecting and reviewing custodial
data sources for potentially responsive material. We will keep you updated on our progress and
expected production date.

SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google will complete its rolling document
production that contains documents responsive to this request by mid-January 2019.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 12
Produce the document entitled “updated statement for AP LH story” as referenced in the
August 13, 2018 email from Mario McGriff as reflected in GOOG-GLAZ-00001216.

INITIAL RESPONSE (Sept. 4, 2019): Google produced this document in full at GOOG-GLAZ-
00001235 (PRODO005).

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 13
Produce the document described as _ in the August 17, 2018 email
from Mario McGriff as reflected in GOOG-GLAZ-00001528.
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INITIAL RESPONSE (Sept. 4, 2019): Google 1s withholding production of this document because
it 1s privileged. This document was created by and at the direction of counsel for the purpose of giving
legal advice.

FINAL RESPONSE:
Google 1s providing the following information about the assertion of privilege over the document:

DATE E-MAIL PRIVILEGE PRIVILEGE | REDACTE
COLLECTE| FROM / DESCRIPTION ASSERTION D
D AUTHOR /
CUSTODIA (YES/NO)
N
26/08/2019 |Marlo Draft memorandum Attorney-Client No
McGuft containing and reflecting Communication,

legal advice of _ Attorney Work
regarding privacy and policy |Product
compliance issues prepared
1n anticipation of regulatory
mnvestigation.

REQUEST FOR PRODUCTION NO. 14
Produce the document described as _ in the August 17, 2018 email
from Mario McGriff as reflected in GOOG-GLAZ-00001528.

INITIAL RESPONSE (Sept. 4, 2019): Google 1s withholding production of this document because
it 1s pravileged. This document was created by and at the direction of counsel for the purpose of giving
legal advice.

FINAL RESPONSE:
Google is providing the following information about the assertion of privilege over the document:
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DATE E-MAIL PRIVILEGE PRIVILEGE | REDACTE

COLLECTED FROM / DESCRIPTION ASSERTION D
AUTHOR /
CUSTODIAN (YES/NO)
26/08/2019 [Marlo McGuiff |Draft memorandum Attorney-Client No
reflecting legal advice of Communication
* regarding , Attorney Work
prvacy and policy Product

compliance issues prepared
1n anticipation of regulatory

mnvestigation.

REQUEST FOR PRODUCTION NO. 15

Produce Google’s communications to third-party developers relating to the collection,
storage, use, deletion and disclosure of user location data collected by third-party apps
running on Android.

INITIAL RESPONSE (Sept. 4, 2019): Google 1s in the process of collecting and reviewing potentially
responsive documents. We will keep you updated on our progress and expected production date.

One reason it 1s difficult to collect these documents quickly is because there are a number of
documents that may be relevant to the request. Further, these communications are stored in a
repository that requires backend searching to identify a potentially relevant population of
communications. After that identification process, Google needs to collect those documents and load
them to the review platform. Then, Google can begin to review for responsiveness.

SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google will complete its rolling document
production that contains documents responsive to this request by mud-January 2019.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on Febmary 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 16
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Produce documents sufficient to show whether and the extent to which Google collects, stores
and/or uses any user location data associated with users who are not signed into a Google
Account. (See 7/12/19 Monsees EUO Rough Tr. at 391 :1-5).

INITIAL RESPONSE (Sept. 4, 2019): As Google explains in its Privacy Policy (available at
https://policies.google.com/privacy), in additional disclosures on the page titled How Google Uses
Location Information (available at https://policies.google.com/technologies/location-data and
produced in documents Bates-stamped GOOG-GLAZ-00002725 - GOOG-GLAZ-00002727,
GOOG-GLAZ-00002734 - GOOG-GLAZ-00002782, and GOOG-GLAZ-00002794 - GOOG-
GLAZ-00002811), Google collects IP addresses. Every device connected to the Internet is assigned
an IP address and these numbers are usually assigned in geographic blocks. Thus, an IP address can
often be used to identify the location from which a device is connecting to the Internet.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 17

Produce documents sufficient to show how, whether and the extent to which Google collects,
stores and/or uses any user location data from activity that was conducted before a user signs
into a Google Account. (See 7/12/19 Monsees EUO Rough Tft. at 391 :25-393:15).

INITIAL RESPONSE (Sept. 4, 2019): As Google explains in its Privacy Policy (available at
https://policies.google.com/privacy), in additional disclosures on the page titled How Google Uses
Location Information (available at https://policies.google.com/technologies/location-data, and
produced in documents Bates-stamped GOOG-GLAZ-00002725 - GOOG-GLAZ-00002727,
GOOG-GLAZ-00002734 - GOOG-GLAZ-00002782, and GOOG-GLAZ-00002794 - GOOG-
GLAZ-00002811), Google collects IP addresses. Every device connected to the Internet is assigned
an IP address and these numbers are usually assigned in geographic blocks. Thus, an IP address can
often be used to identify the location from which a device is connecting to the Internet.
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FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 18

All documents relating to the “coarsening,” i.e., “making the location appropriate” with
respect to user location data that is collected, stored, used and/or displayed in Web & App
Activity in early 2019. (For reference, see 7/12/19 Monsees EUO Rough at 176:18-178:10, 184:9-
185:17).

INITTIAL RESPONSE (Sept. 4, 2019): Google is in the process of collecting and reviewing potentially
responsive documents. Google anticipates that documents that may be responsive to this request may
exist in the custodial document population or the launch report document population. Please see our
response to Request for Production No. 7 for the reasons why discovery related to the launch reports
is time-consuming and difficult. Google will keep you updated on its progress and expected response
date.

SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google will complete its rolling document
production that contains documents responsive to this request by mid-January 2019.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 19

All documents relating to changes in the precision of user location data, or otherwise relating
to the collection, storage and/or use by Google of user location data in Web & App Activity
in 2014 or 2015. (For reference, see 7/12/19 Monsees EUO Rough at 185:2-11, 186:10-18, 188:24-
195:17).

INITIAL RESPONSE (Sept. 4, 2019): Google is in the process of collecting and reviewing potentially
responsive documents. Google anticipates that documents that may be responsive to this request may
exist in the custodial document population or the launch report document population. Please see our
response to Request for Production No. 7 for the reasons why discovery related to the launch reports
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is time-consuming and difficult. Google will keep you updated on its progress and expected response
date.

SUPPLEMENTAL RESPONSE (Dec. 31, 2019): Google will complete its rolling document
production that contains documents responsive to this request by mid-January 2019.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.

REQUEST FOR PRODUCTION NO. 20
Documents sufficient to confirm your responses to Demand For Information Nos. 1-28.

INITIAL RESPONSE (Sept. 4, 2019): The documents that Google relied on for its responses are
noted in each individual response above.

FINAL RESPONSE:

Google completed its rolling production for CIDs 1-3 on February 14, 2020, which contained
responsive, non-privileged material from the custodians, date ranges, and search terms previously
disclosed to and incorporating feedback from the AGO.
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